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Forvaltningsberittelse

Bostadsrittsforeningen Bromma Tracks bildades den 15 juni 2007 och registrerades hos Bolagsverket
den 27 juli 2007 i syfte att uppfora bostadsrittslagenheter pa fastigheten Stockholm Linneduken 1
beldagen i Bromma. Foreningen &r en sk. dkta bostadsrattsforening och har sitt séte ar i Stockholm.

Visentliga hindelser under rikenskapsaret

Verksamhetsaret redovisar ett underskott som till stor del forklaras av kostnader for att driva
garantidrenden gentemot Amasten (tidigare SSM). Detta dr kostnader som inte enbart ska belasta
nuvarande bostadsrittsinnehavare utan ska ses som investeringar for framtiden. Da foreningen
har ett positivt kassafl6de och en storre del av underskottet forklaras av engéangskostnader som
hirleds till arbetet med garantidtgirder ar det styrelsens bedomning att underskottet inte paverkar
foreningens framtida mdjligheter att finansiera sig.

Den d6kande inflationen och 6kade réntor paverkar foreningens ekonomi. Under aret har ett av
foreningens storre 1an lagts om till en rénta pa 2,12% med tre ar bindningstid vilket &r hogre rianta
an de tidigare lan som lagts om men fortfarande l4gre dn den rdnta som fanns med i den
ekonomiska planen. Styrelsen foljer rante- och kostnadsutvecklingen noggrant.

Under aret har foreningen installerat 10 laddplatser i garaget och foreningen har for detta ansokt
om och erhallit ekonomiskt stod. En av laddplatserna har reserverats som en géstparkering for
medlemmar och medlemmars géster att tillfalligt ladda sin elbil eller hybridbil. Pa denna plats far
enbart bilar med pagaende laddning sta.

Foreningen har upphandlat ny entreprenor for lokalvard samt mark- och tridgardsarbete. Anna &
Johanna ansvarar for lokalvard och vissa fastighetsrelaterade tjanster och Beckomberga
Entreprenad ansvarar for mark- och tradgardsarbete.

Foreningen har ocksa fornyat gruppavtalet med Tele2 for bredband, telefoni och TV. Det nya
avtalet innebir ofordndrad avgift men tillgang till betydligt flera kanaler i TV-utbudet.

Under aret har foreningen tecknat ett avtal om samarbete med grannforeningen Bordduken 6
géllande atervinningsrummet och hyra av container. Samarbetet innebér att Bordduken 6 fér
tillgang till atervinningsrummet mandagar-torsdagar samt att vi gemensamt hyr in en container
for grovsopor 4 génger per ar. For detta erldgger Bordduken 6 en arlig avgift till foreningen.

Arbete med att atgdrda anméarkningar fran den obligatoriska ventilationskontrollen har
genomforts och OVK ér nu godkénd.

Under éaret har Amasten utfort garantiarbeten pa fasaderna pa Kladesvagen 28, 40 och 42. 1
samband med detta har sirskilda platskydd under rickena pé loftgdngarna monterats som gor att
regnvatten inte rinner langs fasaden.

Amasten har dven utfort arbeten pa de fonster dar det uppstatt missfargningar.
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Styrelsen har en pagéende dialog med Amasten gillande kvarvarande anmérkningar som géller
foreningens ansvarsomraden. Styrelsens utgangspunkt dr att Amasten ar ekonomiskt ansvarig for
nedanstaende kvarvarande anmarkningar och att dessa inte kommer belasta féreningens ekonomi.

* For hoga stomljud har uppmiitts i en ldgenhet och innan detta dtgardas kan foreningen inte
erhélla sitt slutbesked. Amasten har tagit fram underlag och forslag till atgiarder for att minska
stomljudet men da medlem i den aktuella ldgenheten inte har gett foreningen tilltrade till
ldgenheten har foreningen varit tvungen att inleda en juridisk process for att fa tilltrdde. Denna
process innebir att atgarden fordrojs.

+ Blandskydd ldngs med Kliddesviagen 28-38 kommer att Sittas upp och vi avvaktar nu alla
slutgodkénnanden.

* Det dr fortsatta problem med dalig vattenavrinning pé loftgangarna och dialog med Amasten
fors kring eventuella atgérder.

| samband med garantibesiktningen genomfoérdes en sdrskild besiktning av slitsbottnar dar
brister upptécktes. Arbetet bedoms inte vara utfort enligt Sdker Vatten. Exempel pa brister dr
att tatskiktet i slitsbottnarna inte applicerat tillrdckligt hogt upp pé slitsviggen, underlaget pa
dlitsbotten &r inte jamt och slatt. Brister foreligger vad géller skvallerrér. Det forekommer
rorskarvar i slitsen utan att tétskikt finns pa den nirliggande slitsviggen. Det forekommer
organiska skivor monterade mot slitshotten utan att tatskikt finns applicerat vid skarven mellan
slitsbotten och den organiska skivan. Foreningens jurister ar inkopplade och styrelsen har
anlitat sirskild expertis for att bistd i den fortsatta processen gentemot Amasten.

| samband med kraftigt regn och snosmaéltning rinner det vatten langs med vissa fasader och
dialog pagar med Amasten for att hitta orsak och 16sning.

» Det dr uppmiitt stomljud i en ldgenhet ovanfor teknikrummet for poolen och dialog pagar med
Amasten for att hitta en 16sning som dampar stomljudet.

Slutord

Styrelsen har under rakenskapsaret genomfort ett omfattande arbete for att driva pa
garantidrenden gentemot Amasten. Detta dr ett arbete som innebér att framtida underhéll och
investeringar blir lagre.

Styrelsens bedomning ar att foreningen har en fortsatt god ekonomi och ser inga behov av stdrre
investeringar den niarmaste framtiden. Under det kommande aret kan det bli aktuellt med
fordndringar av avgifterna for att méta 6kade el- och riantekostnader.
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Styrelse och revisor

Robert Noord
Madeleine Mjoberg
Siavoush Fallahi
Linda Spolén

Peter Lindstrom

Flerarsoversikt

Huvudintékter

Resultat efter finansiella poster
Soliditet

Arsavgift / m?

Skuldsittning / m’
Sparande for underhall och

aterinvesteringar / m?
Energikostnad / m?
Rantekénslighet / m?

Ordforande
Kassor
Sekreterare
Ledamot
Ledamot
2021/2022  2020/2021 2019/2020 2018/2019
10888671 10904 399 10 744 248 10769 711
-1 302 823 -679 547 141 013 -1839 202
78,2% 78,2% 78,1% 77,9%
680 680 680 680
11173 11 229 11 286 11 342
76 107 161 22
178 163 162 196
157 177 201 207

Om riantenivan okar med 1% behdver arsavgiften per kvadratmeter 6ka med 133 kronor for att motsvara

den okade riantekostnaden.

Genomsnittligt forsdljningspris / m?

Definition av nyckeltal:
Rorelsemarginal:
Kassalikviditet:

Soliditet:

Arsavgift / m?:
Skuldsittning / m*
Sparande for underhall och
aterinvesteringar / m’:
Réntekénslighet / m?:

Energikostnad / m?:

65 288

60 458

55559

58 288

rorelseresultat/nettoomsattning
omsittningstillgangar exkl lager/kortfristiga skulder
justerat eget kapital/balansomslutning

arsavgifter/yta bostadsritter

skuld fastighetslan/total yta

kassaflode fran 16pande verksamheten exkl forandring
rorelsekapital + Kostnader for underhéll / total yta
rantekostnad/yta bostadsrétter

kostnaderfor el, fjarrvirmde och vatten/total yta
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Fond for yttre Balanserat
Forindring eget kapital Insatskapital underhall resultat Arets resultat
Belopp vid arets ingéng 587 110 000 280 000 -971 317 -679 547
Disposition av foregdende ars resultat:
Omforing till balanserat resultat -679 547 679 547
Arets resultat -1 302 823
Belopp vid arets utging 587 110 000 280 000 -1 650 864 -1302 823
Forslag till resultatdisposition 2021-07-01

2022-06-30

Forslag till behandling av foreningens resultat
balanserat resultat -1 650 864
arets resultat -1 302 823
Totalt -2 953 687
Styrelsen foreslar att att arets redovisade resultat disponeras enligt nedan
Overforing till balanserat resultat -2 953 687
Totalt -2 953 687

Vad betriaffar foreningens resultat och stéllning i 6vrigt, hdnvisas till efterféljande resultat- och

balansrikning med tillhérande tillaggsupplysningar.
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RESULTATRAKNING

Rorelseintikter

Intdkter
Rorelseintikter

Rorelsekostnader

Driftskostnader

Forvaltnings- och externa kostnader
Arvoden och ersittningar
Avskrivningar

Summa rorelsekostnader

Rorelseresultat
Finansiella poster
Rinteintidkter och liknande intdkter

Réntekostnader och liknande kostnader
Summa finansiella poster

Arets resultat

Tillaggs-
upplysningar
1

N

2021-07-01 2020-07-01
2022-06-30 2021-06-30
10 888 671 10 904 399
10 888 671 10 904 399
-6 592 690 -6 425 037
-1102 194 -580 406
-193 678 -206 735

-2 404 396 -2 228 442
-10 292 958 -9440 620
595 713 1463 779

10 735 1 566

-1 909 271 -2 144 892
-1 898 536 -2 143 326
-1 302 823 -679 547
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BALANSRAKNING

Tillgangar

Anléiggningstillgangar

Materiella anléiggningstillgingar
Byggnader och mark

Inventarier och installationer

Summa materiella anldggningstillgangar
Summa anliggningstillgangar
Omsittningstillgdngar

Kortfristiga fordringar

Fordringar medlemmar, arsavgifter mm
Ovriga fordringar

Upplupnaintikter och forutbetalda kostnader

Summa kortfristiga fordringar
Kassa och bank

Kassa och bank
Summa kassa och bank

Summa omsiittningstillgdngar

Summa tillgangar

Tillaggs-
upplysningar 2022-06-30 2021-06-30
4 742 430 460 744 561 345
5 1129 963 1202 874
743 560 423 745764 219
743 560 423 745 764 219
112 265 382 580
- 13 376
6 478 137 447 601
590 402 843 557
3367 934 2 693 868
3367934 2 693 868
3958 336 3537 425
747518759 749 301 644
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EGET KAPITAL OCH SKULDER

Eget kapital

Bundet eget kapital

Insatskapital
Fond for yttre underhall
Summa bundet eget kapital

Fritt eget kapital

Balanserat resultat
Arets resultat
Summa fritt eget kapital

Summa eget kapital
Langfristiga skulder

Skulder till kreditinstitut
Summa ldangfristiga skulder

Kortfristiga skulder

Skulder till kreditinstitut
Leverantorsskulder
Skatteskul der

Ovriga kortfristiga skulder
Upplupna kostnader och forutbetalda intékter
Summa kortfristiga skulder

Summa eget kapital och skulder

Tillaggs-
upplysningar 2022-06-30 2021-06-30
587 110 000 587 110 000
280 000 280 000
587 390 000 587 390 000
-1 650 864 -971 317
-1302 823 -679 547
-2 953 687 -1 650 864
584 436 313 585 739 136
7 77 000 000 115 500 000
77 000 000 115 500 000
7 84 074 980 46 394 700
674 550 381 965
128 000 120 000
47 137 36 028
8 1157779 1129815
86 082 446 48 062 508
747 518 759 749 301 644
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Kassaflodesanalys

Intdkter
Summa intikter

Driftskostnader

Forvaltnings- och externa kostnader
Personal kostnader

Rénteintdkter

Réntekostnader

Summa kostnader

Likviditet fran resultatet

Kundfordringar

Ovriga kortfristiga fordringar
Leverantorsskulder

Ovriga kortfristiga skulder
Likviditet fran rorelsekapitalet

Ackumulerad likviditet fran rorelsen

Nettoninvesteringar
Nettoforandring langfristiga lan

Likviditet fran investeringar och lin

Ackumulerad likviditetsforindring

Ingdende likvida medel
Férdndring under dret
Utgdende likvida medel

2021-07-01 2020-07-01
2022-06-30 2021-06-30
10888 672 10 904 399
10 888 672 10 904 399
-6 592 690 -6 425 037
-1102 194 -580 406
-193 679 -206 735
10 735 1 566
-1909 271 -2 144 892
-9 787 099 -9 355 504
1101573 1548 895
270 315 -284 075
-17 160 140 793
292 585 -175 146

37 727 353 45 683 878
38273093 45365 450
39374 666 46 914 345
-200 600 -868 570
-38 500 000 -46 394 700
-38 700 600 -47 263 270
674 066 -348 925

2 693 868 3042 793
674 066 -348 925
3367 934 2 693 868



Brf Bromma Tracks
Org.nr. 769617-1011

Arsredovisning 2021-07-01 -- 2022-06-30

10(13)

TILLAGGSUPPLYSNINGAR

ALLMANNA UPPLYSNINGAR

Redovisnings- och virderingsprinciper

Arsredovisningen #r upprittad i enlighet med arsredovisningslagen och BFNAR 2016:10, arsredovisning

i mindre foretag.

Avskrivningar

Bolaget tillampar foljande avskrivningstider:

Byggnader
Inventarier och installationer

1. Intikter

Ménadsavgifter

Hyresintikter garage

Intékter poolbil

Aviserad el

TV- och bredbandsavgifter
Intdkter gemensamhetslokal
Avgifter andrahandsuthyrning
Overlételse- och pantsittningsavgifter
Ovriga intikter

Totalt

2. Driftskostnader
Fastighetsforvaltning
Snordjning
Tradgardsskotsel
Stadning

Hissar

Garage

Reparationer
Installationer
Poolkostnader
Elkostnader
Féarrvarme

Vatten och avliopp
Sophdamtning
Comhem

K ostnader poolbil
Besiktningskostnader
Fasti ghetsskatt
Fastighetsforsikring
Totalt

200 ar
5ar

2022-06-30 2021-06-30
8 258 520 8 258 520
915 582 899 233
79772 77746
678 756 727 666
537 840 537 840
64 800 30 600
238 190 253172
74948 62 389

40 262 57233

10 888 671 10 904 399
2022-06-30 2021-06-30
1341185 1717713
220 906 238 668
130170 -
84 969 -
162 194 142 816
96 765 130 211
153 244 -

- 33939

196 584 193 629
1052 304 904 414
1187321 1092 640
327 562 359 154
352 450 269 265
654 202 637 677
100 754 116 026
239919 324 438
68 000 60 000
224 162 204 448

6 592 690 6 425 037



Brf Bromma Tracks
Org.nr. 769617-1011

Arsredovisning 2021-07-01 -- 2022-06-30

11(13)

3. Forvaltnings- och externa kostnader

Ekonomisk forvaltning

Revisionskostnader

Konsultkostnader

Advokatkostnader

Forbrukningsinventarier

Programvaror

Kostnader for overlatelser och pantsittningar
Rattsskydd

Ovriga forvaltnings- och externa kostnader
Totalt

4. Byggnader och mark

Anskaffningsvirde viarde mark
Anskaffningsvirde byggnader

Utgdende anskaffningsvirde byggnader och mark

Avskrivningar enligt plan
Ingdende avskrivning enligt plan
Arets avskrivningar

Utgdende avskrivningar enligt plan pa byggnader

Utgdende redovisat viirde pd byggnader och mark

Taxeringsvirde:
Byggnader
Mark

Totalt

Fastigheten ar fullvardeforsdkrad.

2022-06-30 2021-06-30
136 305 148 934

18 251 21976

119 688 35 056

673 400 107 613
28151 69 447

26 740 19 384

26 256 30 797

- 101 913

73 403 45 285
1102 194 580 405
2022-06-30 2021-06-30
324 777 000 324 777 000
426 177 000 426 177 000
750 954 000 750 954 000
-6 392 655 -4261 770
-2 130 885 -2 130 885
-8 523 540 -6 392 655
742 430 460 744 561 345
357 800 000 267 000 000
164 000 000 130 000 000
521 800 000 397 000 000

Fastighetsforvirvet avsag endast mark och skedde genom att foreningen forvarvade 100 % av aktierna i
Linneduken 1 AB for 300 082 938 kronor. Fastigheten saldes darefter till foreningen for skatteméssigt
virde, 24 794 581 kronor. Enligt RedU 9 kan forsiljningen av fastigheten ses som en terbetalning av

investeringen i aktierna.

Fastigheten har darfor ett redovisat anskaffningsvérde som dverstiger det skatteméssiga vérdet. Det
skattemassiga vardet uppgar till 275 288 357 lagre vérde én det bokforda. (300 082 938 - 24 794 581)
Foreningen har i och med det en uppskjuten skatteskuld. Om féreningen skulle sélja fastigheten uppstar
det en skatt. Da foreningen inte har for avsikt att sélja fastigheten véirderas den uppskjutna skatteskulden

till O kronor.
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Dé& moms dragits av pa uppforandet av garaget maste foreningen kontinuerligt under 10 ar hyra ut
garageplatserna med moms. Om anvindningen av garagen inom dessa 10 ar skulle dndras pa sa sétt att
garage upplats till medlemmarna utan moms sa infaller en jamkningsskyldighet som innebér att

foreningen kan bli aterbetalningsskyldig for viss del av denna moms.

5. Inventarier och installationer 2022-06-30 2021-06-30
Ingdende anskaftningsvérde 1374 066 505 496
Anskaffat under aret 200 600 868 570
Utgaende anskaffningsvirde 1574 666 1374 066
Avskrivningar enligt plan

Ingdende avskrivning enligt plan -171 192 -73 635
Arets avskrivningar -273 511 -97 557
Utgaende avskrivningar enligt plan -444 703 -171 192
Utgadende redovisat viirde pd inventarier och installationer 1129 963 1202 874
6. Forutbetalda kostnader och upplupna intéikter 2022-06-30 2021-06-30
Forutbetalda kostnader 410 379 337 694
Upplupnaintikter 67 757 109 907
Summa 478 137 447 601
7. Skulder till kreditinstitut 2022-06-30 2021-06-30
Fastighetslan SBAB langfristig del 77 000 000 115 500 000
Fastighetslan SBAB kortfristig del 84 074 980 46 394 700
Summa 161 074 980 161 894 700
Langivare Rénta Bindningstid Belopp

SBAB 0,60% 2023-02-14 38 500 000

SBAB 0,77% 2023-03-14 7074 980

SBAB 1,93% 2023-04-06 38 500 000

SBAB 0,52% 2024-03-13 38 500 000

SBAB 2,12% 2025-04-16 38 500 000

Summa 161 074 980
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8. Forutbetalda intéikter och upplupna kostnader 2022-06-30 2021-06-30
Forutbetalda intikter 837 580 841513
Upplupna kostnader 320 199 288 302
Summa 1157779 1129 815

9. Stillda sikerheter

Panter for egna skulder mm.

Fastighetsinteckningar 164 000 000 164 000 000
Summa stallda sakerheter 164 000 000 164 000 000
Ansvarsforbindelser Inga Inga

Stockholm den

Robert Noord Linda Spolén Madeleine Mjoberg
Ordférande

Siavoush Fallahi Peter Lindstrom

Revisorspiteckning

Min revisionsberittelse har 1amnats den

David Walman

Revisor
Ravision AB
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REVISIONSBERATTELSE

Till foreningsstamman i Bostadsrattsforeningen Bromma Tracks
769617-1011

Rapport om arsredovisningen
Vi har utfért en revision av Bostadsrattsforeningen Bromma Tracks ar 2021/2022.

Styrelsens ansvar fér 8rsredovisningen

Det &r styrelsen som har ansvaret for att uppréitta en arsredovisning som ger en rattvisande
bild enligt arsredovisningslagen och for den interna kontroll som styrelsen bedémer &r
nodvandig for att uppréatta en arsredovisning som inte innehller vasentliga felaktigheter,
vare sig dessa beror pd oegentligheter eller pa fel.

Revisorns ansvar

Vart ansvar &r att uttala oss om &rsredovisningen pa grundval av var revision. Detta kraver
att vi planerar och utfér revisionen for att uppna rimlig sidkerhet att arsredovisningen inte
innehaller vasentliga felaktigheter.

En revision innefattar att genom olika dtgérder inhdmta revisionsbevis om belopp och annan
information i &rsredovisningen. Revisorn véljer vilka atgarder som ska utféras, bland annat
genom att bedéma riskerna for védsentliga felaktigheter i rsredovisningen, vare sig dessa
beror pa oegentligheter eller pa fel. Vid denna riskbeddmning beaktar revisorn de delar av
den interna kontrollen som &r relevanta for hur féreningen upprattar arsredovisningen for att
ge en rattvisande bild i syfte att utforma granskningsatgérder som ar andamalsenliga med
hdnsyn till omstandigheterna, men inte i syfte att géra ett uttalande om effektiviteten i
féreningens interna kontroll. En revision innefattar ocksa en utvardering av
andamalsenligheten i de redovisningsprinciper som har anvénts och av rimligheten i
styrelsens uppskattningar i redovisningen, liksom en utvardering av den 6vergripande
presentationen i érsredovisningen.

Vi anser att de revisionsbevis som har inhdmtat &r tillrdckliga och &ndamalsenliga som grund
for vart uttalanden.

Uttalanden

Enligt var uppfattning har arsredovisningen upprittats i enlighet med arsredovisningslagen
och ger en i alla vasentliga avseenden rattvisande bild av féreningens finansiella stadllning
per 2022-06-30 och av dess finansiella resultat for dret enligt rsredovisningslagen.
Foérvaltningsberéttelsen &r forenlig med arsredovisningens 6vriga delar.

Vi tillstyrker darfor att foreningsstamman faststaller resultatrakningen och balansrakningen.



Rapport om andra krav enligt lagar och andra forfattningar

Utdver var revision av arsredovisningen har vi dven utfért en revision av forslaget till
dispositioner betraffande féreningens vinst eller férlust samt styrelsens férvaltning fér
Bostadsrattsféreningen Bromma Tracks ar 2021/2022.

Styrelsens ansvar

Det &r styrelsen som har ansvaret for forslaget till dispositioner betraffande féreningens
vinst eller forlust, och det ar styrelsen som har ansvaret for férvaltningen enligt
bostadsrattslagen.

Revisorns ansvar
Vart ansvar &r att med rimlig sékerhet uttala mig om férslaget till dispositioner betréffande
féreningens vinst eller férlust och om férvaltningen pa@ grundval av var revision.

Som underlag for vart uttalande om styrelsens forslag till dispositioner betréffande
féreningens vinst eller forlust har vi granskat om forslaget ar forenligt med
bostadsrattslagen.

Som underlag for vart uttalande om ansvarsfrihet har vi utdver revisionen av
arsredovisningen granskat vasentliga beslut, atgarder och férhallanden i féreningen for att
kunna bedéma om nagon styrelseledamot &r ersattningsskyldig mot féreningen. Vi har &ven
granskat om ndgon styrelseledamot pa annat satt har handlat i strid med bostadsréattslagen,
arsredovisningslagen eller féreningens stadgar.

Vi anser att de revisionsbevis som inhamtat ar tillréckliga och &ndamalsenliga som grund for
o
vara uttalanden.

Uttalanden
Vi tillstyrker att féreningsstdémman disponerar férlusten enligt férslaget i
forvaltningsberattelsen och beviljar styrelsens ledaméter ansvarsfrihet for rakenskapsaret.

Stockholm 2022-10-25

Ravisor AB
David Walman
Revisor
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Forvaltningsberittelse

Bostadsrittsforeningen Bromma Tracks bildades den 15 juni 2007 och registrerades hos Bolagsverket
den 27 juli 2007 i syfte att uppfora bostadsrittslagenheter pa fastigheten Stockholm Linneduken 1
beldagen i Bromma. Foreningen &r en sk. dkta bostadsrattsforening och har sitt séte ar i Stockholm.

Visentliga hindelser under rikenskapsaret

Verksamhetsaret redovisar ett underskott som till stor del forklaras av kostnader for att driva
garantidrenden gentemot Amasten (tidigare SSM). Detta dr kostnader som inte enbart ska belasta
nuvarande bostadsrittsinnehavare utan ska ses som investeringar for framtiden. Da foreningen
har ett positivt kassafl6de och en storre del av underskottet forklaras av engéangskostnader som
hirleds till arbetet med garantidtgirder ar det styrelsens bedomning att underskottet inte paverkar
foreningens framtida mdjligheter att finansiera sig.

Den d6kande inflationen och 6kade réntor paverkar foreningens ekonomi. Under aret har ett av
foreningens storre 1an lagts om till en rénta pa 2,12% med tre ar bindningstid vilket &r hogre rianta
an de tidigare lan som lagts om men fortfarande l4gre dn den rdnta som fanns med i den
ekonomiska planen. Styrelsen foljer rante- och kostnadsutvecklingen noggrant.

Under aret har foreningen installerat 10 laddplatser i garaget och foreningen har for detta ansokt
om och erhallit ekonomiskt stod. En av laddplatserna har reserverats som en géstparkering for
medlemmar och medlemmars géster att tillfalligt ladda sin elbil eller hybridbil. Pa denna plats far
enbart bilar med pagaende laddning sta.

Foreningen har upphandlat ny entreprenor for lokalvard samt mark- och tridgardsarbete. Anna &
Johanna ansvarar for lokalvard och vissa fastighetsrelaterade tjanster och Beckomberga
Entreprenad ansvarar for mark- och tradgardsarbete.

Foreningen har ocksa fornyat gruppavtalet med Tele2 for bredband, telefoni och TV. Det nya
avtalet innebir ofordndrad avgift men tillgang till betydligt flera kanaler i TV-utbudet.

Under aret har foreningen tecknat ett avtal om samarbete med grannforeningen Bordduken 6
géllande atervinningsrummet och hyra av container. Samarbetet innebér att Bordduken 6 fér
tillgang till atervinningsrummet mandagar-torsdagar samt att vi gemensamt hyr in en container
for grovsopor 4 génger per ar. For detta erldgger Bordduken 6 en arlig avgift till foreningen.

Arbete med att atgdrda anméarkningar fran den obligatoriska ventilationskontrollen har
genomforts och OVK ér nu godkénd.

Under éaret har Amasten utfort garantiarbeten pa fasaderna pa Kladesvagen 28, 40 och 42. 1
samband med detta har sirskilda platskydd under rickena pé loftgdngarna monterats som gor att
regnvatten inte rinner langs fasaden.

Amasten har dven utfort arbeten pa de fonster dar det uppstatt missfargningar.
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Styrelsen har en pagéende dialog med Amasten gillande kvarvarande anmérkningar som géller
foreningens ansvarsomraden. Styrelsens utgangspunkt dr att Amasten ar ekonomiskt ansvarig for
nedanstaende kvarvarande anmarkningar och att dessa inte kommer belasta féreningens ekonomi.

* For hoga stomljud har uppmiitts i en ldgenhet och innan detta dtgardas kan foreningen inte
erhélla sitt slutbesked. Amasten har tagit fram underlag och forslag till atgiarder for att minska
stomljudet men da medlem i den aktuella ldgenheten inte har gett foreningen tilltrade till
ldgenheten har foreningen varit tvungen att inleda en juridisk process for att fa tilltrdde. Denna
process innebir att atgarden fordrojs.

+ Blandskydd ldngs med Kliddesviagen 28-38 kommer att Sittas upp och vi avvaktar nu alla
slutgodkénnanden.

* Det dr fortsatta problem med dalig vattenavrinning pé loftgangarna och dialog med Amasten
fors kring eventuella atgérder.

| samband med garantibesiktningen genomfoérdes en sdrskild besiktning av slitsbottnar dar
brister upptécktes. Arbetet bedoms inte vara utfort enligt Sdker Vatten. Exempel pa brister dr
att tatskiktet i slitsbottnarna inte applicerat tillrdckligt hogt upp pé slitsviggen, underlaget pa
dlitsbotten &r inte jamt och slatt. Brister foreligger vad géller skvallerrér. Det forekommer
rorskarvar i slitsen utan att tétskikt finns pa den nirliggande slitsviggen. Det forekommer
organiska skivor monterade mot slitshotten utan att tatskikt finns applicerat vid skarven mellan
slitsbotten och den organiska skivan. Foreningens jurister ar inkopplade och styrelsen har
anlitat sirskild expertis for att bistd i den fortsatta processen gentemot Amasten.

| samband med kraftigt regn och snosmaéltning rinner det vatten langs med vissa fasader och
dialog pagar med Amasten for att hitta orsak och 16sning.

» Det dr uppmiitt stomljud i en ldgenhet ovanfor teknikrummet for poolen och dialog pagar med
Amasten for att hitta en 16sning som dampar stomljudet.

Slutord

Styrelsen har under rakenskapsaret genomfort ett omfattande arbete for att driva pa
garantidrenden gentemot Amasten. Detta dr ett arbete som innebér att framtida underhéll och
investeringar blir lagre.

Styrelsens bedomning ar att foreningen har en fortsatt god ekonomi och ser inga behov av stdrre
investeringar den niarmaste framtiden. Under det kommande aret kan det bli aktuellt med
fordndringar av avgifterna for att méta 6kade el- och riantekostnader.
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Styrelse och revisor

Robert Noord
Madeleine Mjoberg
Siavoush Fallahi
Linda Spolén

Peter Lindstrom

Flerarsoversikt

Huvudintékter

Resultat efter finansiella poster
Soliditet

Arsavgift / m?

Skuldsittning / m’
Sparande for underhall och

aterinvesteringar / m?
Energikostnad / m?
Rantekénslighet / m?

Ordforande
Kassor
Sekreterare
Ledamot
Ledamot
2021/2022  2020/2021 2019/2020 2018/2019
10888671 10904 399 10 744 248 10769 711
-1 302 823 -679 547 141 013 -1839 202
78,2% 78,2% 78,1% 77,9%
680 680 680 680
11173 11 229 11 286 11 342
76 107 161 22
178 163 162 196
157 177 201 207

Om riantenivan okar med 1% behdver arsavgiften per kvadratmeter 6ka med 133 kronor for att motsvara

den okade riantekostnaden.

Genomsnittligt forsdljningspris / m?

Definition av nyckeltal:
Rorelsemarginal:
Kassalikviditet:

Soliditet:

Arsavgift / m?:
Skuldsittning / m*
Sparande for underhall och
aterinvesteringar / m’:
Réntekénslighet / m?:

Energikostnad / m?:

65 288

60 458

55559

58 288

rorelseresultat/nettoomsattning
omsittningstillgangar exkl lager/kortfristiga skulder
justerat eget kapital/balansomslutning

arsavgifter/yta bostadsritter

skuld fastighetslan/total yta

kassaflode fran 16pande verksamheten exkl forandring
rorelsekapital + Kostnader for underhéll / total yta
rantekostnad/yta bostadsrétter

kostnaderfor el, fjarrvirmde och vatten/total yta
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Fond for yttre Balanserat
Forindring eget kapital Insatskapital underhall resultat Arets resultat
Belopp vid arets ingéng 587 110 000 280 000 -971 317 -679 547
Disposition av foregdende ars resultat:
Omforing till balanserat resultat -679 547 679 547
Arets resultat -1 302 823
Belopp vid arets utging 587 110 000 280 000 -1 650 864 -1302 823
Forslag till resultatdisposition 2021-07-01

2022-06-30

Forslag till behandling av foreningens resultat
balanserat resultat -1 650 864
arets resultat -1 302 823
Totalt -2 953 687
Styrelsen foreslar att att arets redovisade resultat disponeras enligt nedan
Overforing till balanserat resultat -2 953 687
Totalt -2 953 687

Vad betriaffar foreningens resultat och stéllning i 6vrigt, hdnvisas till efterféljande resultat- och

balansrikning med tillhérande tillaggsupplysningar.
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RESULTATRAKNING

Rorelseintikter

Intdkter
Rorelseintikter

Rorelsekostnader

Driftskostnader

Forvaltnings- och externa kostnader
Arvoden och ersittningar
Avskrivningar

Summa rorelsekostnader

Rorelseresultat
Finansiella poster
Rinteintidkter och liknande intdkter

Réntekostnader och liknande kostnader
Summa finansiella poster

Arets resultat

Tillaggs-
upplysningar
1

N

2021-07-01 2020-07-01
2022-06-30 2021-06-30
10 888 671 10 904 399
10 888 671 10 904 399
-6 592 690 -6 425 037
-1102 194 -580 406
-193 678 -206 735

-2 404 396 -2 228 442
-10 292 958 -9440 620
595 713 1463 779

10 735 1 566

-1 909 271 -2 144 892
-1 898 536 -2 143 326
-1 302 823 -679 547
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BALANSRAKNING

Tillgangar

Anléiggningstillgangar

Materiella anléiggningstillgingar
Byggnader och mark

Inventarier och installationer

Summa materiella anldggningstillgangar
Summa anliggningstillgangar
Omsittningstillgdngar

Kortfristiga fordringar

Fordringar medlemmar, arsavgifter mm
Ovriga fordringar

Upplupnaintikter och forutbetalda kostnader

Summa kortfristiga fordringar
Kassa och bank

Kassa och bank
Summa kassa och bank

Summa omsiittningstillgdngar

Summa tillgangar

Tillaggs-
upplysningar 2022-06-30 2021-06-30
4 742 430 460 744 561 345
5 1129 963 1202 874
743 560 423 745764 219
743 560 423 745 764 219
112 265 382 580
- 13 376
6 478 137 447 601
590 402 843 557
3367 934 2 693 868
3367934 2 693 868
3958 336 3537 425
747518759 749 301 644





Brf Bromma Tracks
Org.nr. 769617-1011

Arsredovisning 2021-07-01 -- 2022-06-30

8(13)

EGET KAPITAL OCH SKULDER

Eget kapital

Bundet eget kapital

Insatskapital
Fond for yttre underhall
Summa bundet eget kapital

Fritt eget kapital

Balanserat resultat
Arets resultat
Summa fritt eget kapital

Summa eget kapital
Langfristiga skulder

Skulder till kreditinstitut
Summa ldangfristiga skulder

Kortfristiga skulder

Skulder till kreditinstitut
Leverantorsskulder
Skatteskul der

Ovriga kortfristiga skulder
Upplupna kostnader och forutbetalda intékter
Summa kortfristiga skulder

Summa eget kapital och skulder

Tillaggs-
upplysningar 2022-06-30 2021-06-30
587 110 000 587 110 000
280 000 280 000
587 390 000 587 390 000
-1 650 864 -971 317
-1302 823 -679 547
-2 953 687 -1 650 864
584 436 313 585 739 136
7 77 000 000 115 500 000
77 000 000 115 500 000
7 84 074 980 46 394 700
674 550 381 965
128 000 120 000
47 137 36 028
8 1157779 1129815
86 082 446 48 062 508
747 518 759 749 301 644
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Kassaflodesanalys

Intdkter
Summa intikter

Driftskostnader

Forvaltnings- och externa kostnader
Personal kostnader

Rénteintdkter

Réntekostnader

Summa kostnader

Likviditet fran resultatet

Kundfordringar

Ovriga kortfristiga fordringar
Leverantorsskulder

Ovriga kortfristiga skulder
Likviditet fran rorelsekapitalet

Ackumulerad likviditet fran rorelsen

Nettoninvesteringar
Nettoforandring langfristiga lan

Likviditet fran investeringar och lin

Ackumulerad likviditetsforindring

Ingdende likvida medel
Férdndring under dret
Utgdende likvida medel

2021-07-01 2020-07-01
2022-06-30 2021-06-30
10888 672 10 904 399
10 888 672 10 904 399
-6 592 690 -6 425 037
-1102 194 -580 406
-193 679 -206 735
10 735 1 566
-1909 271 -2 144 892
-9 787 099 -9 355 504
1101573 1548 895
270 315 -284 075
-17 160 140 793
292 585 -175 146

37 727 353 45 683 878
38273093 45365 450
39374 666 46 914 345
-200 600 -868 570
-38 500 000 -46 394 700
-38 700 600 -47 263 270
674 066 -348 925

2 693 868 3042 793
674 066 -348 925
3367 934 2 693 868
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TILLAGGSUPPLYSNINGAR

ALLMANNA UPPLYSNINGAR

Redovisnings- och virderingsprinciper

Arsredovisningen #r upprittad i enlighet med arsredovisningslagen och BFNAR 2016:10, arsredovisning

i mindre foretag.

Avskrivningar

Bolaget tillampar foljande avskrivningstider:

Byggnader
Inventarier och installationer

1. Intikter

Ménadsavgifter

Hyresintikter garage

Intékter poolbil

Aviserad el

TV- och bredbandsavgifter
Intdkter gemensamhetslokal
Avgifter andrahandsuthyrning
Overlételse- och pantsittningsavgifter
Ovriga intikter

Totalt

2. Driftskostnader
Fastighetsforvaltning
Snordjning
Tradgardsskotsel
Stadning

Hissar

Garage

Reparationer
Installationer
Poolkostnader
Elkostnader
Féarrvarme

Vatten och avliopp
Sophdamtning
Comhem

K ostnader poolbil
Besiktningskostnader
Fasti ghetsskatt
Fastighetsforsikring
Totalt

200 ar
5ar

2022-06-30 2021-06-30
8 258 520 8 258 520
915 582 899 233
79772 77746
678 756 727 666
537 840 537 840
64 800 30 600
238 190 253172
74948 62 389

40 262 57233

10 888 671 10 904 399
2022-06-30 2021-06-30
1341185 1717713
220 906 238 668
130170 -
84 969 -
162 194 142 816
96 765 130 211
153 244 -

- 33939

196 584 193 629
1052 304 904 414
1187321 1092 640
327 562 359 154
352 450 269 265
654 202 637 677
100 754 116 026
239919 324 438
68 000 60 000
224 162 204 448

6 592 690 6 425 037
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3. Forvaltnings- och externa kostnader

Ekonomisk forvaltning

Revisionskostnader

Konsultkostnader

Advokatkostnader

Forbrukningsinventarier

Programvaror

Kostnader for overlatelser och pantsittningar
Rattsskydd

Ovriga forvaltnings- och externa kostnader
Totalt

4. Byggnader och mark

Anskaffningsvirde viarde mark
Anskaffningsvirde byggnader

Utgdende anskaffningsvirde byggnader och mark

Avskrivningar enligt plan
Ingdende avskrivning enligt plan
Arets avskrivningar

Utgdende avskrivningar enligt plan pa byggnader

Utgdende redovisat viirde pd byggnader och mark

Taxeringsvirde:
Byggnader
Mark

Totalt

Fastigheten ar fullvardeforsdkrad.

2022-06-30 2021-06-30
136 305 148 934

18 251 21976

119 688 35 056

673 400 107 613
28151 69 447

26 740 19 384

26 256 30 797

- 101 913

73 403 45 285
1102 194 580 405
2022-06-30 2021-06-30
324 777 000 324 777 000
426 177 000 426 177 000
750 954 000 750 954 000
-6 392 655 -4261 770
-2 130 885 -2 130 885
-8 523 540 -6 392 655
742 430 460 744 561 345
357 800 000 267 000 000
164 000 000 130 000 000
521 800 000 397 000 000

Fastighetsforvirvet avsag endast mark och skedde genom att foreningen forvarvade 100 % av aktierna i
Linneduken 1 AB for 300 082 938 kronor. Fastigheten saldes darefter till foreningen for skatteméssigt
virde, 24 794 581 kronor. Enligt RedU 9 kan forsiljningen av fastigheten ses som en terbetalning av

investeringen i aktierna.

Fastigheten har darfor ett redovisat anskaffningsvérde som dverstiger det skatteméssiga vérdet. Det
skattemassiga vardet uppgar till 275 288 357 lagre vérde én det bokforda. (300 082 938 - 24 794 581)
Foreningen har i och med det en uppskjuten skatteskuld. Om féreningen skulle sélja fastigheten uppstar
det en skatt. Da foreningen inte har for avsikt att sélja fastigheten véirderas den uppskjutna skatteskulden

till O kronor.
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Dé& moms dragits av pa uppforandet av garaget maste foreningen kontinuerligt under 10 ar hyra ut
garageplatserna med moms. Om anvindningen av garagen inom dessa 10 ar skulle dndras pa sa sétt att
garage upplats till medlemmarna utan moms sa infaller en jamkningsskyldighet som innebér att

foreningen kan bli aterbetalningsskyldig for viss del av denna moms.

5. Inventarier och installationer 2022-06-30 2021-06-30
Ingdende anskaftningsvérde 1374 066 505 496
Anskaffat under aret 200 600 868 570
Utgaende anskaffningsvirde 1574 666 1374 066
Avskrivningar enligt plan

Ingdende avskrivning enligt plan -171 192 -73 635
Arets avskrivningar -273 511 -97 557
Utgaende avskrivningar enligt plan -444 703 -171 192
Utgadende redovisat viirde pd inventarier och installationer 1129 963 1202 874
6. Forutbetalda kostnader och upplupna intéikter 2022-06-30 2021-06-30
Forutbetalda kostnader 410 379 337 694
Upplupnaintikter 67 757 109 907
Summa 478 137 447 601
7. Skulder till kreditinstitut 2022-06-30 2021-06-30
Fastighetslan SBAB langfristig del 77 000 000 115 500 000
Fastighetslan SBAB kortfristig del 84 074 980 46 394 700
Summa 161 074 980 161 894 700
Langivare Rénta Bindningstid Belopp

SBAB 0,60% 2023-02-14 38 500 000

SBAB 0,77% 2023-03-14 7074 980

SBAB 1,93% 2023-04-06 38 500 000

SBAB 0,52% 2024-03-13 38 500 000

SBAB 2,12% 2025-04-16 38 500 000

Summa 161 074 980
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8. Forutbetalda intéikter och upplupna kostnader 2022-06-30 2021-06-30
Forutbetalda intikter 837 580 841513
Upplupna kostnader 320 199 288 302
Summa 1157779 1129 815

9. Stillda sikerheter

Panter for egna skulder mm.

Fastighetsinteckningar 164 000 000 164 000 000
Summa stallda sakerheter 164 000 000 164 000 000
Ansvarsforbindelser Inga Inga

Stockholm den

Robert Noord Linda Spolén Madeleine Mjoberg
Ordférande

Siavoush Fallahi Peter Lindstrom

Revisorspiteckning

Min revisionsberittelse har 1amnats den

David Walman

Revisor
Ravision AB
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Forvaltningsberittelse

Bostadsrittsforeningen Bromma Tracks bildades den 15 juni 2007 och registrerades hos Bolagsverket
den 27 juli 2007 i syfte att uppfora bostadsrittslagenheter pa fastigheten Stockholm Linneduken 1
beldagen i Bromma. Foreningen &r en sk. dkta bostadsrattsforening och har sitt séte ar i Stockholm.

Visentliga hindelser under rikenskapsaret

Verksamhetsaret redovisar ett underskott som till stor del forklaras av kostnader for att driva
garantidrenden gentemot Amasten (tidigare SSM). Detta dr kostnader som inte enbart ska belasta
nuvarande bostadsrittsinnehavare utan ska ses som investeringar for framtiden. Da foreningen
har ett positivt kassafl6de och en storre del av underskottet forklaras av engéangskostnader som
hirleds till arbetet med garantidtgirder ar det styrelsens bedomning att underskottet inte paverkar
foreningens framtida mdjligheter att finansiera sig.

Den d6kande inflationen och 6kade réntor paverkar foreningens ekonomi. Under aret har ett av
foreningens storre 1an lagts om till en rénta pa 2,12% med tre ar bindningstid vilket &r hogre rianta
an de tidigare lan som lagts om men fortfarande l4gre dn den rdnta som fanns med i den
ekonomiska planen. Styrelsen foljer rante- och kostnadsutvecklingen noggrant.

Under aret har foreningen installerat 10 laddplatser i garaget och foreningen har for detta ansokt
om och erhallit ekonomiskt stod. En av laddplatserna har reserverats som en géstparkering for
medlemmar och medlemmars géster att tillfalligt ladda sin elbil eller hybridbil. Pa denna plats far
enbart bilar med pagaende laddning sta.

Foreningen har upphandlat ny entreprenor for lokalvard samt mark- och tridgardsarbete. Anna &
Johanna ansvarar for lokalvard och vissa fastighetsrelaterade tjanster och Beckomberga
Entreprenad ansvarar for mark- och tradgardsarbete.

Foreningen har ocksa fornyat gruppavtalet med Tele2 for bredband, telefoni och TV. Det nya
avtalet innebir ofordndrad avgift men tillgang till betydligt flera kanaler i TV-utbudet.

Under aret har foreningen tecknat ett avtal om samarbete med grannforeningen Bordduken 6
géllande atervinningsrummet och hyra av container. Samarbetet innebér att Bordduken 6 fér
tillgang till atervinningsrummet mandagar-torsdagar samt att vi gemensamt hyr in en container
for grovsopor 4 génger per ar. For detta erldgger Bordduken 6 en arlig avgift till foreningen.

Arbete med att atgdrda anméarkningar fran den obligatoriska ventilationskontrollen har
genomforts och OVK ér nu godkénd.

Under éaret har Amasten utfort garantiarbeten pa fasaderna pa Kladesvagen 28, 40 och 42. 1
samband med detta har sirskilda platskydd under rickena pé loftgdngarna monterats som gor att
regnvatten inte rinner langs fasaden.

Amasten har dven utfort arbeten pa de fonster dar det uppstatt missfargningar.
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Styrelsen har en pagéende dialog med Amasten gillande kvarvarande anmérkningar som géller
foreningens ansvarsomraden. Styrelsens utgangspunkt dr att Amasten ar ekonomiskt ansvarig for
nedanstaende kvarvarande anmarkningar och att dessa inte kommer belasta féreningens ekonomi.

* For hoga stomljud har uppmiitts i en ldgenhet och innan detta dtgardas kan foreningen inte
erhélla sitt slutbesked. Amasten har tagit fram underlag och forslag till atgiarder for att minska
stomljudet men da medlem i den aktuella ldgenheten inte har gett foreningen tilltrade till
ldgenheten har foreningen varit tvungen att inleda en juridisk process for att fa tilltrdde. Denna
process innebir att atgarden fordrojs.

+ Blandskydd ldngs med Kliddesviagen 28-38 kommer att Sittas upp och vi avvaktar nu alla
slutgodkénnanden.

* Det dr fortsatta problem med dalig vattenavrinning pé loftgangarna och dialog med Amasten
fors kring eventuella atgérder.

| samband med garantibesiktningen genomfoérdes en sdrskild besiktning av slitsbottnar dar
brister upptécktes. Arbetet bedoms inte vara utfort enligt Sdker Vatten. Exempel pa brister dr
att tatskiktet i slitsbottnarna inte applicerat tillrdckligt hogt upp pé slitsviggen, underlaget pa
dlitsbotten &r inte jamt och slatt. Brister foreligger vad géller skvallerrér. Det forekommer
rorskarvar i slitsen utan att tétskikt finns pa den nirliggande slitsviggen. Det forekommer
organiska skivor monterade mot slitshotten utan att tatskikt finns applicerat vid skarven mellan
slitsbotten och den organiska skivan. Foreningens jurister ar inkopplade och styrelsen har
anlitat sirskild expertis for att bistd i den fortsatta processen gentemot Amasten.

| samband med kraftigt regn och snosmaéltning rinner det vatten langs med vissa fasader och
dialog pagar med Amasten for att hitta orsak och 16sning.

» Det dr uppmiitt stomljud i en ldgenhet ovanfor teknikrummet for poolen och dialog pagar med
Amasten for att hitta en 16sning som dampar stomljudet.

Slutord

Styrelsen har under rakenskapsaret genomfort ett omfattande arbete for att driva pa
garantidrenden gentemot Amasten. Detta dr ett arbete som innebér att framtida underhéll och
investeringar blir lagre.

Styrelsens bedomning ar att foreningen har en fortsatt god ekonomi och ser inga behov av stdrre
investeringar den niarmaste framtiden. Under det kommande aret kan det bli aktuellt med
fordndringar av avgifterna for att méta 6kade el- och riantekostnader.
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Styrelse och revisor

Robert Noord
Madeleine Mjoberg
Siavoush Fallahi
Linda Spolén

Peter Lindstrom

Flerarsoversikt

Huvudintékter

Resultat efter finansiella poster
Soliditet

Arsavgift / m?

Skuldsittning / m’
Sparande for underhall och

aterinvesteringar / m?
Energikostnad / m?
Rantekénslighet / m?

Ordforande
Kassor
Sekreterare
Ledamot
Ledamot
2021/2022  2020/2021 2019/2020 2018/2019
10888671 10904 399 10 744 248 10769 711
-1 302 823 -679 547 141 013 -1839 202
78,2% 78,2% 78,1% 77,9%
680 680 680 680
11173 11 229 11 286 11 342
76 107 161 22
178 163 162 196
157 177 201 207

Om riantenivan okar med 1% behdver arsavgiften per kvadratmeter 6ka med 133 kronor for att motsvara

den okade riantekostnaden.

Genomsnittligt forsdljningspris / m?

Definition av nyckeltal:
Rorelsemarginal:
Kassalikviditet:

Soliditet:

Arsavgift / m?:
Skuldsittning / m*
Sparande for underhall och
aterinvesteringar / m’:
Réntekénslighet / m?:

Energikostnad / m?:

65 288

60 458

55559

58 288

rorelseresultat/nettoomsattning
omsittningstillgangar exkl lager/kortfristiga skulder
justerat eget kapital/balansomslutning

arsavgifter/yta bostadsritter

skuld fastighetslan/total yta

kassaflode fran 16pande verksamheten exkl forandring
rorelsekapital + Kostnader for underhéll / total yta
rantekostnad/yta bostadsrétter

kostnaderfor el, fjarrvirmde och vatten/total yta
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Fond for yttre Balanserat
Forindring eget kapital Insatskapital underhall resultat Arets resultat
Belopp vid arets ingéng 587 110 000 280 000 -971 317 -679 547
Disposition av foregdende ars resultat:
Omforing till balanserat resultat -679 547 679 547
Arets resultat -1 302 823
Belopp vid arets utging 587 110 000 280 000 -1 650 864 -1302 823
Forslag till resultatdisposition 2021-07-01

2022-06-30

Forslag till behandling av foreningens resultat
balanserat resultat -1 650 864
arets resultat -1 302 823
Totalt -2 953 687
Styrelsen foreslar att att arets redovisade resultat disponeras enligt nedan
Overforing till balanserat resultat -2 953 687
Totalt -2 953 687

Vad betriaffar foreningens resultat och stéllning i 6vrigt, hdnvisas till efterféljande resultat- och

balansrikning med tillhérande tillaggsupplysningar.
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RESULTATRAKNING

Rorelseintikter

Intdkter
Rorelseintikter

Rorelsekostnader

Driftskostnader

Forvaltnings- och externa kostnader
Arvoden och ersittningar
Avskrivningar

Summa rorelsekostnader

Rorelseresultat
Finansiella poster
Rinteintidkter och liknande intdkter

Réntekostnader och liknande kostnader
Summa finansiella poster

Arets resultat

Tillaggs-
upplysningar
1

N

2021-07-01 2020-07-01
2022-06-30 2021-06-30
10 888 671 10 904 399
10 888 671 10 904 399
-6 592 690 -6 425 037
-1102 194 -580 406
-193 678 -206 735

-2 404 396 -2 228 442
-10 292 958 -9440 620
595 713 1463 779

10 735 1 566

-1 909 271 -2 144 892
-1 898 536 -2 143 326
-1 302 823 -679 547
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BALANSRAKNING

Tillgangar

Anléiggningstillgangar

Materiella anléiggningstillgingar
Byggnader och mark

Inventarier och installationer

Summa materiella anldggningstillgangar
Summa anliggningstillgangar
Omsittningstillgdngar

Kortfristiga fordringar

Fordringar medlemmar, arsavgifter mm
Ovriga fordringar

Upplupnaintikter och forutbetalda kostnader

Summa kortfristiga fordringar
Kassa och bank

Kassa och bank
Summa kassa och bank

Summa omsiittningstillgdngar

Summa tillgangar

Tillaggs-
upplysningar 2022-06-30 2021-06-30
4 742 430 460 744 561 345
5 1129 963 1202 874
743 560 423 745764 219
743 560 423 745 764 219
112 265 382 580
- 13 376
6 478 137 447 601
590 402 843 557
3367 934 2 693 868
3367934 2 693 868
3958 336 3537 425
747518759 749 301 644
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EGET KAPITAL OCH SKULDER

Eget kapital

Bundet eget kapital

Insatskapital
Fond for yttre underhall
Summa bundet eget kapital

Fritt eget kapital

Balanserat resultat
Arets resultat
Summa fritt eget kapital

Summa eget kapital
Langfristiga skulder

Skulder till kreditinstitut
Summa ldangfristiga skulder

Kortfristiga skulder

Skulder till kreditinstitut
Leverantorsskulder
Skatteskul der

Ovriga kortfristiga skulder
Upplupna kostnader och forutbetalda intékter
Summa kortfristiga skulder

Summa eget kapital och skulder

Tillaggs-
upplysningar 2022-06-30 2021-06-30
587 110 000 587 110 000
280 000 280 000
587 390 000 587 390 000
-1 650 864 -971 317
-1302 823 -679 547
-2 953 687 -1 650 864
584 436 313 585 739 136
7 77 000 000 115 500 000
77 000 000 115 500 000
7 84 074 980 46 394 700
674 550 381 965
128 000 120 000
47 137 36 028
8 1157779 1129815
86 082 446 48 062 508
747 518 759 749 301 644
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Kassaflodesanalys

Intdkter
Summa intikter

Driftskostnader

Forvaltnings- och externa kostnader
Personal kostnader

Rénteintdkter

Réntekostnader

Summa kostnader

Likviditet fran resultatet

Kundfordringar

Ovriga kortfristiga fordringar
Leverantorsskulder

Ovriga kortfristiga skulder
Likviditet fran rorelsekapitalet

Ackumulerad likviditet fran rorelsen

Nettoninvesteringar
Nettoforandring langfristiga lan

Likviditet fran investeringar och lin

Ackumulerad likviditetsforindring

Ingdende likvida medel
Férdndring under dret
Utgdende likvida medel

2021-07-01 2020-07-01
2022-06-30 2021-06-30
10888 672 10 904 399
10 888 672 10 904 399
-6 592 690 -6 425 037
-1102 194 -580 406
-193 679 -206 735
10 735 1 566
-1909 271 -2 144 892
-9 787 099 -9 355 504
1101573 1548 895
270 315 -284 075
-17 160 140 793
292 585 -175 146

37 727 353 45 683 878
38273093 45365 450
39374 666 46 914 345
-200 600 -868 570
-38 500 000 -46 394 700
-38 700 600 -47 263 270
674 066 -348 925

2 693 868 3042 793
674 066 -348 925
3367 934 2 693 868
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TILLAGGSUPPLYSNINGAR

ALLMANNA UPPLYSNINGAR

Redovisnings- och virderingsprinciper

Arsredovisningen #r upprittad i enlighet med arsredovisningslagen och BFNAR 2016:10, arsredovisning

i mindre foretag.

Avskrivningar

Bolaget tillampar foljande avskrivningstider:

Byggnader
Inventarier och installationer

1. Intikter

Ménadsavgifter

Hyresintikter garage

Intékter poolbil

Aviserad el

TV- och bredbandsavgifter
Intdkter gemensamhetslokal
Avgifter andrahandsuthyrning
Overlételse- och pantsittningsavgifter
Ovriga intikter

Totalt

2. Driftskostnader
Fastighetsforvaltning
Snordjning
Tradgardsskotsel
Stadning

Hissar

Garage

Reparationer
Installationer
Poolkostnader
Elkostnader
Féarrvarme

Vatten och avliopp
Sophdamtning
Comhem

K ostnader poolbil
Besiktningskostnader
Fasti ghetsskatt
Fastighetsforsikring
Totalt

200 ar
5ar

2022-06-30 2021-06-30
8 258 520 8 258 520
915 582 899 233
79772 77746
678 756 727 666
537 840 537 840
64 800 30 600
238 190 253172
74948 62 389

40 262 57233

10 888 671 10 904 399
2022-06-30 2021-06-30
1341185 1717713
220 906 238 668
130170 -
84 969 -
162 194 142 816
96 765 130 211
153 244 -

- 33939

196 584 193 629
1052 304 904 414
1187321 1092 640
327 562 359 154
352 450 269 265
654 202 637 677
100 754 116 026
239919 324 438
68 000 60 000
224 162 204 448

6 592 690 6 425 037







Brf Bromma Tracks
Org.nr. 769617-1011

Arsredovisning 2021-07-01 -- 2022-06-30

11(13)

3. Forvaltnings- och externa kostnader

Ekonomisk forvaltning

Revisionskostnader

Konsultkostnader

Advokatkostnader

Forbrukningsinventarier

Programvaror

Kostnader for overlatelser och pantsittningar
Rattsskydd

Ovriga forvaltnings- och externa kostnader
Totalt

4. Byggnader och mark

Anskaffningsvirde viarde mark
Anskaffningsvirde byggnader

Utgdende anskaffningsvirde byggnader och mark

Avskrivningar enligt plan
Ingdende avskrivning enligt plan
Arets avskrivningar

Utgdende avskrivningar enligt plan pa byggnader

Utgdende redovisat viirde pd byggnader och mark

Taxeringsvirde:
Byggnader
Mark

Totalt

Fastigheten ar fullvardeforsdkrad.

2022-06-30 2021-06-30
136 305 148 934

18 251 21976

119 688 35 056

673 400 107 613
28151 69 447

26 740 19 384

26 256 30 797

- 101 913

73 403 45 285
1102 194 580 405
2022-06-30 2021-06-30
324 777 000 324 777 000
426 177 000 426 177 000
750 954 000 750 954 000
-6 392 655 -4261 770
-2 130 885 -2 130 885
-8 523 540 -6 392 655
742 430 460 744 561 345
357 800 000 267 000 000
164 000 000 130 000 000
521 800 000 397 000 000

Fastighetsforvirvet avsag endast mark och skedde genom att foreningen forvarvade 100 % av aktierna i
Linneduken 1 AB for 300 082 938 kronor. Fastigheten saldes darefter till foreningen for skatteméssigt
virde, 24 794 581 kronor. Enligt RedU 9 kan forsiljningen av fastigheten ses som en terbetalning av

investeringen i aktierna.

Fastigheten har darfor ett redovisat anskaffningsvérde som dverstiger det skatteméssiga vérdet. Det
skattemassiga vardet uppgar till 275 288 357 lagre vérde én det bokforda. (300 082 938 - 24 794 581)
Foreningen har i och med det en uppskjuten skatteskuld. Om féreningen skulle sélja fastigheten uppstar
det en skatt. Da foreningen inte har for avsikt att sélja fastigheten véirderas den uppskjutna skatteskulden

till O kronor.
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Dé& moms dragits av pa uppforandet av garaget maste foreningen kontinuerligt under 10 ar hyra ut
garageplatserna med moms. Om anvindningen av garagen inom dessa 10 ar skulle dndras pa sa sétt att
garage upplats till medlemmarna utan moms sa infaller en jamkningsskyldighet som innebér att

foreningen kan bli aterbetalningsskyldig for viss del av denna moms.

5. Inventarier och installationer 2022-06-30 2021-06-30
Ingdende anskaftningsvérde 1374 066 505 496
Anskaffat under aret 200 600 868 570
Utgaende anskaffningsvirde 1574 666 1374 066
Avskrivningar enligt plan

Ingdende avskrivning enligt plan -171 192 -73 635
Arets avskrivningar -273 511 -97 557
Utgaende avskrivningar enligt plan -444 703 -171 192
Utgadende redovisat viirde pd inventarier och installationer 1129 963 1202 874
6. Forutbetalda kostnader och upplupna intéikter 2022-06-30 2021-06-30
Forutbetalda kostnader 410 379 337 694
Upplupnaintikter 67 757 109 907
Summa 478 137 447 601
7. Skulder till kreditinstitut 2022-06-30 2021-06-30
Fastighetslan SBAB langfristig del 77 000 000 115 500 000
Fastighetslan SBAB kortfristig del 84 074 980 46 394 700
Summa 161 074 980 161 894 700
Langivare Rénta Bindningstid Belopp

SBAB 0,60% 2023-02-14 38 500 000

SBAB 0,77% 2023-03-14 7074 980

SBAB 1,93% 2023-04-06 38 500 000

SBAB 0,52% 2024-03-13 38 500 000

SBAB 2,12% 2025-04-16 38 500 000

Summa 161 074 980
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8. Forutbetalda intéikter och upplupna kostnader 2022-06-30 2021-06-30
Forutbetalda intikter 837 580 841513
Upplupna kostnader 320 199 288 302
Summa 1157779 1129 815

9. Stillda sikerheter

Panter for egna skulder mm.

Fastighetsinteckningar 164 000 000 164 000 000
Summa stallda sakerheter 164 000 000 164 000 000
Ansvarsforbindelser Inga Inga

Stockholm den

Robert Noord Linda Spolén Madeleine Mjoberg
Ordférande

Siavoush Fallahi Peter Lindstrom

Revisorspiteckning

Min revisionsberittelse har 1amnats den

David Walman

Revisor
Ravision AB









[ {
  "agreementId" : "65bce1d0-53ca-11ed-a8b7-d99bcc450821",
  "agreementName" : "Årsredovisning",
  "agreementVersion" : "1.17",
  "agreementFiles" : [ {
    "fileName" : "-2188569422022_10_24_18_33_28.pdf",
    "fileMimetype" : "application/pdf",
    "fileSize" : "178363",
    "fileHash" : "9b32a9078cb27a8109f70c9eeb1db3c597da072138e929bb83cd281129272999",
    "fileId" : "65c434d0-53ca-11ed-a1d6-bddcc0a69663"
  } ],
  "signees" : [ {
    "personName" : "Sofia Madeleine Mjöberg",
    "personNr" : "7103157181",
    "orgName" : "Bostadsrättsföreningen Bromma Tracks",
    "personSurname" : "Mjöberg",
    "orgNr" : "7696171011",
    "personGivenName" : "Sofia Madeleine",
    "email" : "madeleine.mjoberg@gmail.com"
  }, {
    "personName" : "Nils Peter Lindström",
    "personNr" : "8201160135",
    "orgName" : "Bostadsrättsföreningen Bromma Tracks",
    "personSurname" : "Lindström",
    "orgNr" : "7696171011",
    "personGivenName" : "Nils Peter",
    "email" : "ilgranchio@hushmail.com"
  }, {
    "personName" : "Siavoush Fallahi",
    "personNr" : "9206125875",
    "orgName" : "Bostadsrättsföreningen Bromma Tracks",
    "personSurname" : "Fallahi",
    "orgNr" : "7696171011",
    "personGivenName" : "Siavoush",
    "email" : "siavoush.fallahi@gmail.com"
  }, {
    "personName" : "Robert Krister Noord",
    "personNr" : "7606170699",
    "orgName" : "Bostadsrättsföreningen Bromma Tracks",
    "personSurname" : "Noord",
    "orgNr" : "7696171011",
    "personGivenName" : "Robert Krister",
    "email" : "noordrobert@gmail.com"
  }, {
    "personName" : "Linda Erika Spolén",
    "personNr" : "7402228501",
    "orgName" : "Bostadsrättsföreningen Bromma Tracks",
    "personSurname" : "Spolén",
    "orgNr" : "7696171011",
    "personGivenName" : "Linda Erika",
    "email" : "linda.spolen@gmail.com"
  } ],
  "time" : "2022-10-24T20:33:48.000+0200",
  "type" : "api",
  "user" : {
    "personName" : "API API_KEY",
    "orgName" : "Sveriges Mäklar- och Organisationstjänst AB",
    "ipAddress" : "188.126.93.49",
    "orgNr" : "5590421631"
  },
  "eventId" : 12,
  "eventClass" : "agreement_created",
  "id" : "665f8a70-53ca-11ed-b410-1f10f831ccd5"
}, {
  "id" : "6f8f39b0-53ca-11ed-b410-1f10f831ccd5",
  "time" : "2022-10-24T20:34:03.000+0200",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "madeleine.mjoberg@gmail.com"
  }, {
    "email" : "ilgranchio@hushmail.com"
  }, {
    "email" : "siavoush.fallahi@gmail.com"
  }, {
    "email" : "noordrobert@gmail.com"
  }, {
    "email" : "linda.spolen@gmail.com"
  } ]
}, {
  "id" : "7cdeaa60-53ca-11ed-8d9a-dfcf8aab9e20",
  "time" : "2022-10-24T20:34:26.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "83.249.73.152"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Robert Krister Noord",
    "personNr" : "7606170699",
    "orgName" : "Bostadsrättsföreningen Bromma Tracks",
    "personSurname" : "Noord",
    "orgNr" : "7696171011",
    "personGivenName" : "Robert Krister",
    "email" : "noordrobert@gmail.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Robert Krister Noord",
    "orgName" : "Bostadsrättsföreningen Bromma Tracks",
    "personSurname" : "Noord",
    "orgNr" : "7696171011",
    "personGivenName" : "Robert Krister",
    "email" : "noordrobert@gmail.com"
  },
  "signingMetadata" : {
    "personNr" : "197606170699",
    "personSurname" : "Noord",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIsOFcnNyZWRvdmlzbmluZyIgCklEOiA2NWJjZTFkMC01M2NhLTExZWQtYThiNy1kOTliY2M0NTA4MjEKRGF0dW06IDIwMjItMTAtMjQKCg==",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "83187230-53ca-11ed-9f1b-dd71dc1d92fa",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiLTIxODg1Njk0MjIwMjJfMTBfMjRfMThfMzNfMjgucGRmIgo5YjMyIGE5MDcgOGNiMiA3YTgxIDA5ZjcgMGM5ZSBlYjFkIGIzYzUgOTdkYSAwNzIxIDM4ZTkgMjliYiA4M2NkIDI4MTEgMjkyNyAyOTk5Ci0tLS0tLS0tLS0=",
    "personGivenName" : "Robert Krister",
    "startDate" : "2022-10-24T18:34:36.833+0000",
    "transactionId" : "504cc0821f9324e7f027fb1d714b7a4c"
  },
  "time" : "2022-10-24T20:34:57.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "83.249.73.152"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "8fd16f40-53ca-11ed-b923-673eae86e5f9"
}, {
  "id" : "90694270-53ca-11ed-b923-673eae86e5f9",
  "time" : "2022-10-24T20:34:58.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "151.177.211.63"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Siavoush Fallahi",
    "personNr" : "9206125875",
    "orgName" : "Bostadsrättsföreningen Bromma Tracks",
    "personSurname" : "Fallahi",
    "orgNr" : "7696171011",
    "personGivenName" : "Siavoush",
    "email" : "siavoush.fallahi@gmail.com"
  }
}, {
  "id" : "93eaef20-53ca-11ed-b923-673eae86e5f9",
  "time" : "2022-10-24T20:35:04.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "madeleine.mjoberg@gmail.com"
  }, {
    "email" : "ilgranchio@hushmail.com"
  }, {
    "email" : "siavoush.fallahi@gmail.com"
  }, {
    "email" : "linda.spolen@gmail.com"
  } ]
}, {
  "id" : "9b47b320-53ca-11ed-b923-13c3a903d3f0",
  "time" : "2022-10-24T20:35:17.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "151.177.211.63"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Siavoush Fallahi",
    "personNr" : "9206125875",
    "orgName" : "Bostadsrättsföreningen Bromma Tracks",
    "personSurname" : "Fallahi",
    "orgNr" : "7696171011",
    "personGivenName" : "Siavoush",
    "email" : "siavoush.fallahi@gmail.com"
  }
}, {
  "id" : "d4763810-53ca-11ed-9f1b-dd71dc1d92fa",
  "time" : "2022-10-24T20:36:53.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "90.129.197.194"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Siavoush Fallahi",
    "personNr" : "9206125875",
    "orgName" : "Bostadsrättsföreningen Bromma Tracks",
    "personSurname" : "Fallahi",
    "orgNr" : "7696171011",
    "personGivenName" : "Siavoush",
    "email" : "siavoush.fallahi@gmail.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Siavoush Fallahi",
    "orgName" : "Bostadsrättsföreningen Bromma Tracks",
    "personSurname" : "Fallahi",
    "orgNr" : "7696171011",
    "personGivenName" : "Siavoush",
    "email" : "siavoush.fallahi@gmail.com"
  },
  "signingMetadata" : {
    "personNr" : "199206125875",
    "personSurname" : "FALLAHI",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIsOFcnNyZWRvdmlzbmluZyIgCklEOiA2NWJjZTFkMC01M2NhLTExZWQtYThiNy1kOTliY2M0NTA4MjEKRGF0dW06IDIwMjItMTAtMjQKCg==",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "ed29c430-53ca-11ed-8d9a-dfcf8aab9e20",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiLTIxODg1Njk0MjIwMjJfMTBfMjRfMThfMzNfMjgucGRmIgo5YjMyIGE5MDcgOGNiMiA3YTgxIDA5ZjcgMGM5ZSBlYjFkIGIzYzUgOTdkYSAwNzIxIDM4ZTkgMjliYiA4M2NkIDI4MTEgMjkyNyAyOTk5Ci0tLS0tLS0tLS0=",
    "personGivenName" : "SIAVOUSH",
    "startDate" : "2022-10-24T18:37:34.838+0000",
    "transactionId" : "542021db4dc070010a35a56de083e4ea"
  },
  "time" : "2022-10-24T20:37:48.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "90.129.197.194"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "f5b03b20-53ca-11ed-9f1b-dd71dc1d92fa"
}, {
  "id" : "f7c4c340-53ca-11ed-9f1b-dd71dc1d92fa",
  "time" : "2022-10-24T20:37:52.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "madeleine.mjoberg@gmail.com"
  }, {
    "email" : "ilgranchio@hushmail.com"
  }, {
    "email" : "noordrobert@gmail.com"
  }, {
    "email" : "linda.spolen@gmail.com"
  } ]
}, {
  "id" : "8ff45830-53d8-11ed-9f1b-dd71dc1d92fa",
  "time" : "2022-10-24T22:15:11.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "188.149.217.231"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Sofia Madeleine Mjöberg",
    "personNr" : "7103157181",
    "orgName" : "Bostadsrättsföreningen Bromma Tracks",
    "personSurname" : "Mjöberg",
    "orgNr" : "7696171011",
    "personGivenName" : "Sofia Madeleine",
    "email" : "madeleine.mjoberg@gmail.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Sofia Madeleine Mjöberg",
    "orgName" : "Bostadsrättsföreningen Bromma Tracks",
    "personSurname" : "Mjöberg",
    "orgNr" : "7696171011",
    "personGivenName" : "Sofia Madeleine",
    "email" : "madeleine.mjoberg@gmail.com"
  },
  "signingMetadata" : {
    "personNr" : "197103157181",
    "personSurname" : "MJÖBERG",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIsOFcnNyZWRvdmlzbmluZyIgCklEOiA2NWJjZTFkMC01M2NhLTExZWQtYThiNy1kOTliY2M0NTA4MjEKRGF0dW06IDIwMjItMTAtMjQKCg==",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "a2bc3c80-53d8-11ed-b923-673eae86e5f9",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiLTIxODg1Njk0MjIwMjJfMTBfMjRfMThfMzNfMjgucGRmIgo5YjMyIGE5MDcgOGNiMiA3YTgxIDA5ZjcgMGM5ZSBlYjFkIGIzYzUgOTdkYSAwNzIxIDM4ZTkgMjliYiA4M2NkIDI4MTEgMjkyNyAyOTk5Ci0tLS0tLS0tLS0=",
    "personGivenName" : "MADELEINE",
    "startDate" : "2022-10-24T20:15:42.918+0000",
    "transactionId" : "509e5bb6c808a27b1b3302ba218b2abe"
  },
  "time" : "2022-10-24T22:15:51.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "188.149.217.231"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "a848ad50-53d8-11ed-ad44-0be80bdc0058"
}, {
  "id" : "aa8249a0-53d8-11ed-ad44-0be80bdc0058",
  "time" : "2022-10-24T22:15:55.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "ilgranchio@hushmail.com"
  }, {
    "email" : "siavoush.fallahi@gmail.com"
  }, {
    "email" : "noordrobert@gmail.com"
  }, {
    "email" : "linda.spolen@gmail.com"
  } ]
}, {
  "id" : "9df504f0-542f-11ed-b923-673eae86e5f9",
  "time" : "2022-10-25T08:38:20.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "217.213.84.143"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Nils Peter Lindström",
    "personNr" : "8201160135",
    "orgName" : "Bostadsrättsföreningen Bromma Tracks",
    "personSurname" : "Lindström",
    "orgNr" : "7696171011",
    "personGivenName" : "Nils Peter",
    "email" : "ilgranchio@hushmail.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Nils Peter Lindström",
    "orgName" : "Bostadsrättsföreningen Bromma Tracks",
    "personSurname" : "Lindström",
    "orgNr" : "7696171011",
    "personGivenName" : "Nils Peter",
    "email" : "ilgranchio@hushmail.com"
  },
  "signingMetadata" : {
    "personNr" : "198201160135",
    "personSurname" : "Lindström",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIsOFcnNyZWRvdmlzbmluZyIgCklEOiA2NWJjZTFkMC01M2NhLTExZWQtYThiNy1kOTliY2M0NTA4MjEKRGF0dW06IDIwMjItMTAtMjQKCg==",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "a302a8d0-542f-11ed-9f1b-dd71dc1d92fa",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiLTIxODg1Njk0MjIwMjJfMTBfMjRfMThfMzNfMjgucGRmIgo5YjMyIGE5MDcgOGNiMiA3YTgxIDA5ZjcgMGM5ZSBlYjFkIGIzYzUgOTdkYSAwNzIxIDM4ZTkgMjliYiA4M2NkIDI4MTEgMjkyNyAyOTk5Ci0tLS0tLS0tLS0=",
    "personGivenName" : "Nils Peter",
    "startDate" : "2022-10-25T06:38:29.638+0000",
    "transactionId" : "62023df9e8aa3b6fc3d08a966995cdb0"
  },
  "time" : "2022-10-25T08:38:41.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "217.213.84.143"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "aa28f380-542f-11ed-9ca5-7339f60844a5"
}, {
  "id" : "ac4d3310-542f-11ed-9ca5-7339f60844a5",
  "time" : "2022-10-25T08:38:44.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "madeleine.mjoberg@gmail.com"
  }, {
    "email" : "siavoush.fallahi@gmail.com"
  }, {
    "email" : "noordrobert@gmail.com"
  }, {
    "email" : "linda.spolen@gmail.com"
  } ]
}, {
  "id" : "41918360-5447-11ed-9ca5-7339f60844a5",
  "time" : "2022-10-25T11:27:33.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "217.21.224.207"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Linda Erika Spolén",
    "personNr" : "7402228501",
    "orgName" : "Bostadsrättsföreningen Bromma Tracks",
    "personSurname" : "Spolén",
    "orgNr" : "7696171011",
    "personGivenName" : "Linda Erika",
    "email" : "linda.spolen@gmail.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Linda Erika Spolén",
    "orgName" : "Bostadsrättsföreningen Bromma Tracks",
    "personSurname" : "Spolén",
    "orgNr" : "7696171011",
    "personGivenName" : "Linda Erika",
    "email" : "linda.spolen@gmail.com"
  },
  "signingMetadata" : {
    "personNr" : "197402228501",
    "personSurname" : "SPOLÉN",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIsOFcnNyZWRvdmlzbmluZyIgCklEOiA2NWJjZTFkMC01M2NhLTExZWQtYThiNy1kOTliY2M0NTA4MjEKRGF0dW06IDIwMjItMTAtMjQKCg==",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "52df71e0-5447-11ed-b923-13c3a903d3f0",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiLTIxODg1Njk0MjIwMjJfMTBfMjRfMThfMzNfMjgucGRmIgo5YjMyIGE5MDcgOGNiMiA3YTgxIDA5ZjcgMGM5ZSBlYjFkIGIzYzUgOTdkYSAwNzIxIDM4ZTkgMjliYiA4M2NkIDI4MTEgMjkyNyAyOTk5Ci0tLS0tLS0tLS0=",
    "personGivenName" : "LINDA",
    "startDate" : "2022-10-25T09:28:03.039+0000",
    "transactionId" : "80fd0cdc60842e965bb816b8f22368b9"
  },
  "time" : "2022-10-25T11:28:27.000+0200",
  "type" : "sign_final_part",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "217.21.224.207"
  },
  "eventId" : 31,
  "eventClass" : "agreement_signed",
  "id" : "615190a0-5447-11ed-ad44-0be80bdc0058"
} ]
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Purpose

This document gives an introduction to the collection of reference documentation added to each
agreement signed using Egreement’s service. In case of agreement disputes, this documents and its
referrals should be used as a handbook on how to verify agreements.

Overview

Agreement and workflow basics are introduced in this document in order to be able to understand the
reference documentation.

Glossary

Term Description

Agreement File Attachment to the agreement, for example an
uploaded PDF, image, or free text, entered by
agreement creator.

Agreement Creator User who creates the initial agreement and add
contracting parties.

API Application Programming interface

Audit Log The log of events associated with each agreement.

CMS Cryptographic Message Syntax

Container The file which holds the agreement including all

metadata such as audit log, documentation,
verification, Etc.

Contracting Party User who is to sign an agreement.

Egreement The company providing the agreement signing
service. Egreement AB,
https://www.egreement.com

EID Electronic identity such as a certificate or online
identity of some kind.

Hash A cryptographic hash, see Signing
JSON JavaScript Object Notation

NTP Network Time Protocol

OCSP Online Certificate Status Protocol
PKCS Public Key Cryptography Standards




https://www.egreement.com





Term Description

PKI Public Key Infrastructure
PDF Portable Document Format from Adobe Systems
Signee When a contracting party has signed an

agreement, the party becomes a signee.

TBS To Be Signed. A textual representation of an
agreement.
Verification Page(s) appended to the end of the visible part of

the agreement, summarizing agreement
information, including a timeline.

XML Extensible Markup Language

Agreement Basics

An agreement has a number of artifacts that together form an agreement:

@greement

Agreement Name

Agreement ID

Agreement files Audit log

Attachment-1 Created
Attachment-2 User 1 viewed
Attachment-3 User 1 signed

User 2 viewed

User 2 signed

Figure 1. Agreement content

* Agreement name chosen by Agreement Creator.
* Agreement ID automatically generated by Egreement’s system.
* Files of different formats, such as text or images, that form the contractual part of the agreement.

* Audit log, created by the Egreement system, keeping records of all major events that have taken







place in the process of concluding the agreement.

» Reference documentation on how Egreement manages agreement creation, signing and conclusion.
This very document is the introduction and first part of the reference documentation.

Version Properties

The following properties apply for the current version of the agreement implementation:

» Agreement File hash algorithm: SHA-256
» Agreement File hash encoding: Hex string
 Reference documents:

o Overview

o Container Format

o Signing

o Validation

Workflow

The Egreement workflow contains a number of stages.

Create agreement - Start
Add agreement files - Upload attachments
Add contracting parties - Add people who are to sign the agreement

Signature creation - All contracting parties sign the agreement

S

Download - Agreement can be downloaded (optional)

Agreement Creation

When an agreement is to be created, the user chooses a name for the agreement and an ID is
automatically generated.

Agreement Files

An agreement file is a part of the agreement. The file can be of any format. If the file format can be
presented by the Egreement software, a visual representation will be shown to the contracting parties.







Contracting Parties

After the agreement has been set up, all contracting parties who should sign the agreement are added.

Signature Creation

The user should always sign the complete agreement including all attached files. Metadata which will
serve as proof of user consent to the agreement will be automatically added by the system, making the
agreement tamper-proof and self-contained. Each signee can choose from a set of signature methods.
The actual signature creation is handled differently depending on signing method.

In the signature workflow, a number of signees can individually sign the same agreement. The
aggregated signature result will be added to the agreement as proof of the agreement’s validity. Signing
is described in detail in Signing.

After the last signee has signed, the agreement will be concluded and therefore the process and
agreement files will be closed.

Download

It is possible to download an agreement from the system to store it offline. The downloaded agreement
is tamper-proof, as all parts of the agreement, including main file, attachments and all other artifacts,
are tied to every individual signee. Since this downloaded agreement is more than just a document, it
is referred to as a Container.

Egreement currently supports PDF as container-format which is described more in detail in Container
Format.

Logging
All actions associated with the agreement are stored in the audit log.
Dispute

In case of dispute about a signed agreement where the different signees disagree, the Validation
document describes the process how to verify the agreement’s validty.

Reference Documentation

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.







Document name

Container Format

Signing

Validation

BankidValidation

Telia Tunnistus

Nets eID Broker

Cryptographic Message Syntax

Description

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3

https://www.ietf.org/rfc/rfc2630




https://www.ietf.org/rfc/rfc2630
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Purpose

This document is targeted for contracting parties and arbitrators that create, sign and/or evaluate
agreements concluded through the Egreement application. The document describes the content,
structure and semantics of the agreement container, required to understand in order to evaluate
agreements or settle possible disputes.

Overview

An agreement in the Egreement sense is not just a single document. Instead, an agreement is a
collection of different information artifacts concerning an agreement made between one or more
contracting parties. Artifacts can be the text on which agreement parties are to agree, individual
parties’ acceptance statements, or records of the events associated with the conclusion of the
agreement. In order to store this information in a secure and self-contained manner, a Container is
needed. The container is simply a file storing all the information needed in a structured and well-
defined way.

Generic Container Structure

The container includes the following artifact types:

* Agreement File - One or more documents, or other types of files (such as images), either uploaded
by the agreement creator or provided by the Egreement application, that togehter constitute the
agreement.

* Audit Log - A log, created by the Egreement system, with recordings of all major events that have
taken place in the process of concluding the agreement.

* Reference Documentation - Documentation how Egreement manages agreement creation, signing
and closing.

* Verification - An agreement summary, including a listing of included agreement files, signees and
an extract of the audit log.

PDF Container

The container format used by Egreement is PDF. All of the listed artifact types are stored as so called
attachments in the PDF container. The reason for adding agreement artifacts as attachments is that
this makes it possible to provide traceability throughout the complete signing process. In order for a
reader to easily be able to view the contents of the agreement, a selection of the attachments is
"mirrored" to the main (visible) part of the PDF.







@greement PDF Container

— il “

Agreement File 1
Agreement File 2
Visualization of Agreement File N
Agreement File 1-N
Reference Documentation 1
Reference Documentation 2
Reference Documentation N

Audit Log I

Verification I Verification I

Figure 1. Container Overview

Not all PDF viewers are able to list and/or present PDF attachments. Therefore, it is
recommended to use the official Adobe Acrobat Reader to view Egreement PDF
containers.

Each attachment is given a numeric prefix to its name in order to sort the files correctly in the list. Also
note that the description field holds the artifact type of the attachment.

@ Attachments X
@ B &
Name ~ Description Modified
5 01-CarContract.pdf Agreement File-456-5654-10  29/04/16 14:25:26
i‘ 02-Carlmage.jpg Agreement File-456-5654-12 29/04/16 14:25:27
) 03-CarSound.m4a Agreement File-456-5654-13  28/04/16 14:25:27
: 04-auditlog.json Audit Log 29/04/16 14:25:27
= 05-Overview.pdf Reference Documentation 29/04/16 14:25:27
= 06-ContainerFormat.pdf Reference Documentation 29/04/16 14:25:27
5 07-Signing.pdf Reference Documentation 29/04/16 14:25:27
= 08-Validation.pdf Reference Documentation 29/04/16 14:25:27
= 09-verification.pdf Verification 29/04/16 14:25:27

Figure 2. PDF Attachments







How to Validate

The container is a valid PDF agreement if it holds the artifacts defined above.

Container Content

Agreement File

Artifact type: Agreement file

Agreement files are the parts of the agreement which the agreement creator uploads or selects to be
included. These could be documents, forms, images or virtually any type of file. Furthermore,
agreement files can be divided into two categories, agreement files possible to visualize and non-
possible to visualize.

Agreement Files Possible to Visualize

Files possible to visualize, are added as attachments to the container just as all other artifact types, but
they are also mirrored to the visible part of the agreement PDF. This allows the user to quickly view
the content of the main parts of the agreement. Files that typically are possible to visualize, are PDFs,
image-type files and text files.

Agreement Files Non-Possible to Visualize

Agreement files non-possible to visualize, are not mirrored to the visual part of the agreement PDF,
though it is represented with name, size and hash of the file. These file types are typically technically
hard or impossible to create a visual representation of, e.g. a sound file or a video file.

How to Validate

To understand what has been agreed and to establish if there is a dispute or if the disagreement
between the contracting parties is actually covered by the agreement, please read and understand the
actual content of the agreement.

Audit Log

Artifact type: Audit log

The audit log attachment is a well-defined, JSON formatted, document presenting all the important
events that have occurred from when the agreement was created until the agreement was closed.
Refer to the "Workflow" chapter in Overview for more details.

The following audit log entry types are defined:







* Agreement Created

* Agreement Viewed

* Agreement Signed

* Agreement Rejected

* Agreement ExpireOn Changed

* Message Sent

The different log entry types are described in detail below.

Common Structures
All log entry types share common information that is included in every log entry logged.

Table 1. Common Attributes

Parameter name Parameter value example(s)  Description

time 2016-03-21T10:03:28.010+0000  Time when the entry was logged
as yyyy-MM-dd'T'HH:mm:ss.SSSZ.

id 540431, 1e8f69a4-07c1-11e8- An ID of this particular event

ba89-0ed5f89f718b (can either be a numeric long

value or Time based UUID).

event(lass agreement_created Name of the type, as listed
below.

eventld 10 Each type includes a set of IDs.

See respective log entry type
description for details.

userInfo See UserInfo Information about a user.

UserInfo

The UserInfo structure holds information about the user triggering an event, users being contracting
parties of an agreement as well as other users. Note that only a subset of the parameters is included,
depending on the situation where the UserInfo structure is used.

Table 2. UserInfo

Parameter name Parameter value example(s)  Description

ipAddress 212.94.55.131 The IP address of the user.

email Jjohn@example.org The user’s email address.

personNr 19550505-1234 (Sweden), The user’s personal identity
220750-999Y (Finland) number.




https://en.wikipedia.org/wiki/Universally_unique_identifier





Parameter name Parameter value example(s)  Description

personName John Smith The first and last name of the
user.

personGivenName John The first name of the user.

personSurname Smith The last name of the user.

orghr 551234-1234 The organization number of the

organization on behalf of which
the user is operating.

orghame Acme AB The organization name of the
organization on behalf of which
the user is operating.

AgreementFileInfo

The AgreementFilelnfo structure holds information about an agreement file, e.g. a PDF uploaded by the
user. See Agreement File.

Table 3. AgreementFileInfo

Parameter name Parameter value example(s)  Description
fileld 6572354654, 75928ba0-2369- The system generated ID of the
11e8-b467-0ed5f89f718b agreement file (can either be a

numeric long value or Time
based UUID).

fileName MyEmployeeAgreement.pdf The user defined name of the
agreement file.

fileMimetype application/pdf The agreement file mime type.

fileSize 42253 The size, in bytes, of the

agreement file.

fileHash 3d7c514b...66b786a4 The hash of the agreement file,
encoded as a hex string.

How to Validate

See Validation how to validate the entire audit log.

Agreement Created

This event is logged when the agreement is created. This is always the first log entry for each
agreement, i.e. no events can take place before this event has occurred.

* EventClass: agreement_created
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* Eventld:

> 10: When a private user creates an agreement using the web application.

> 11: When a company user creates an agreement using the web application.

o 12: Agreement created using the APIL

Table 4. Agreement Created Specific Information

Parameter name Parameter value example(s)

agreementName MyEmployeeAgreement

agreementId 12345678901234, 75928ba0-2369-
11e8-b467-0ed5f89f718b

agreementVersion 1.16

agreementlocale sv_SE

signees List of UserInfo

agreementFiles List of AgreementFileInfo

How to Validate

Description

User specified name of the
agreement.

System generated ID of the
agreement (can either be a
numeric long value or Time
based UUID).

Version of the agreement
container format.

Locale of the agreement
container.

A listing of the signees defined
as parties in the agreement.

A listing of the agreement files
included in the agreement.

Validating this audit entry requires a number of steps all documented below.

EventTypeld Validation

Check that the UserInfo field is populated correctly according to EventType. See UserInfo for details.

Table 5. EventType effect on UserInfo

Type How to validate UserInfo

10
11
12

Agreement Metadata

All metadata parameters must be validated according to table below.

Table 6. Agreement Created Metadata Verification

orgNr and orgName must not be set
personNr, orgNr and orgName must be set

orgNr and orgName must be set
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Parameter name How to validate

agreementName Must be present

agreementId Must be present

agreementVersion Must be less than or equal to 1.16
agreementlocale If present, Must be a valid locale and container

verification page must be in this language
signees See Signees Validation

agreementFiles See Agreement File Validation

Agreement File Validation

Validate that all Agreement File are the correct ones, that they are included, and that there are no
additional files than the ones listed in the audit log.

Audit Log

Check all agreement files in this audit entry and verify that they all exist in the container. Do this by
identifying the attachment by the ID and name stated in the audit entry.

Attachments

Check all agreement files in the PDF container by searching after the Artifact type: Agreement file and
make sure that they are all listed in the create agreement audit entry.

Check Hashsums

For each agreement file, compute the hash and check that the hash in the audit entry is correct.

Signees Validation

Make sure that each signee has an Agreement Signed audit entry. Also check that the number of signees
is equal to the number of Agreement Signed entries.

Agreement Viewed
This event is logged every time an agreement is viewed or downloaded.

* EventClass: agreement_viewed
* Eventld:
o 20: When a user views an agreement using the web application.
> 21: When a user views an agreement using a mail link.
o 22: When a user views an agreement by downloading it using the web application.

> 23: When a user views an agreement using a mail link that is protected using two-factor
authentication.







Agreement Viewed Specific Information

None

How to Validate

Check that time of entry is after Agreement Created.

Agreement Signed

This event is logged every time a user signs an agreement.

* EventClass: agreement_signed

* Eventld:

> 30: When a user signs the agreement, not being the last signee.

> 31: When a user signs the agreement as the last signee.

> 32: When a user tries to sign the agreement but signing fails.

Table 7. Agreement Signed Specific Information

Parameter name

signeelnfo

signMetadata

Table 8. SignMetadata
Parameter name

signatureMethod

signature

ocspResponse

tbs

Parameter value example
See UserInfo

See SignMetadata

Parameter value example

bankid

PD94bWwgdm...duYXR1cmU+

MIIEXg0BAK...jks3yrAUVE

SSBzaWduOiAiQ29udHJhY3QilA
pJRDogNjdkNZ2...

Description
Information about the signee.

Signing metadata produced in
the signing process.

Description

The ID of the signing method
used.

The signature, base64 encoded.
The underlying format depends
on the signature method used.

The OCSP response message,
base64 encoded. This parameter
is only included for some signing
methods.

The text being signed by the
signee using the signing method
encoded as base64. This
parameter is only included for
some signing methods and may
vary between signing methods
and localizations.







Parameter name Parameter value example Description

tbsHidden LSOtLSO0tLS0tLQpDb250ZW500g Hidden additional text also
oKImJsdWUucG... being signed, base64 encoded.
This parameter is only included
for some signing methods.

How to Validate

Check that time of entry is after Agreement Created.

EventType Validation

Table 9. EventType effect on validation

Type How to act
30 Verify as described below.
31 Verify as describe below, and once done, check

that there are no more Agreement Signed entries
in the audit log.

TBS Validation

In case of an advanced signature method, the TBS (including the hidden TBS where applicable) will be
stored as a part of SignMetadata.

For non-advanced signature methods, TBS validation is not applicable.

Signature Validation

Fetch the signature method pointed out by SigningMethod and verify the signature according to the
corresponding chapter in Signing

Signee Validation

The output from the Signature Validation should be validated according to table below.

Output type How to validate

Signature time If a signature time has been registered, check that
this signature time corresponds to the time of the
Agreement Signed.

User attributes Check that the user attributes returned from the
signature method matches the attributes of the
SigneeInfo.

TBS or hash of TBS If TBS validation applies, check that TBS or hash

of TBS matches the TBS from SignMetadata.







Output type How to validate

Hash algorithm If TBS validation applies, and the TBS is returned
hashed, return name of hash algorithm.

Agreement Rejected
This event is logged when the agreement is rejected. If this event occurs, the agreement is invalid.

» EventClass: agreement_rejected
* Eventld:
o 40: Agreement rejected by user.
o 47: Agreement auto-rejected due to validity timeout.

o 42: Agreement withdrawn by agreement creator.

Agreement Rejected Specific Information

None

How to Validate

If one of these audit entries are found, the agreement is not a valid agreement.

Agreement ExpireOn Changed
This event is logged when the agreement expiry date is changed.

* EventClass: agreement_expire_on_changed
e Eventld:

o 80: Agreement expiry date changed by user.

Table 10. Agreement ExpireOn Changed Specific Information
Parameter name Parameter value example Description

agreementPreviousExpire0n 2016-03-21T10:03:28.010+0000  Time when agreement was
scheduled to expire as yyyy-Mm-
dd’T'HH:mm:ss.SSSZ.

agreementExpireOn 2016-03-31T10:03:28.010+0000  Time when agreement is
scheduled to expire as yyyy-Mm-
dd'T'HH:mm:ss.SSSZ.

How to Validate

Check that time of entry is after Agreement Created.

10







Message Sent
A message is logged each time the system sends a mail to parties involved in the agreement.

* EventClass: message_sent
* Eventld:
> 50: Message sent due to event IDs: 10-12
> 51: Message sent due to event ID: 30.
o 52: Message sent due to event ID: 31.
> 53: Message sent due to event ID: 40.
o 54: Message sent due to event ID: 41.
o 55: Message sent when agreement is shared.
o 56: Message sent when agreement sharing is cancelled.
o 57: Message sent when agreement validity is about to expire.
o 58: Message sent as a reminder of agreement creation.

> 60: Message sent due to event ID: 20-23.

Table 11. Message Sent Specific Information
Parameter name Parameter value example Description

sentTo List of UserInfo A listing of the users to whom
the message is sent.

How to Validate

Check that time of entry is after Agreement Created.

Format

The audit log is included in the container as a JSON-formatted file.

Audit log example
[ {
"agreementId" : "160400034502",
"agreementName" : "Package patent",
"agreementVersion" : "1.16",

"agreementlLocale": "sv_SE",
"agreementFiles" : [ {
"fileSize" : "722085",
"fileId" : "4081",
"fileHash" : "01e70b3f3d48df504119a912e171df2f2533a2a8bf73d052¢c004e27bf64671a0",

11







"fileMimetype" : "application/pdf",
"fileName" : "patent.pdf"

oA
"fileSize" : "180269",
"fileld" : "4082",
"fileHash" : "96e0a461e285986ae6e3a2b581568c89d1dae77ae580fea1859faab2e594ec4b”,
"fileMimetype" : "image/png",
"fileName" : "fig1.png"

P

"signees" : [ {
"personNr" : "191111112222",

"personName" : "Alice A"

o
"personNr" : "193333334444",
"personName" : "Bob B"

Il

"id" : 778333,

“time" : "2016-04-26T16:39:30.000+0000",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

i

"event(Class" : "agreement_created",

"eventId" : 10

oA
"id" : 778334,

"time" : "2016-04-26T716:39:31.000+0000",
"eventId" : 50,

"event(Class" : "message_sent",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

I

"sentTo" : [ {
"email" : "alice.a@eavtal.se",
"personName" : "Alice A"

}

oA

"signingMethod" : "bankid",

"signeeInfo" : {
"personSurname" : "B",
"personNr" : "193333334444",
"personGivenName" : "Bob",
"personName" : "Bob B"

}

igningMetadata" : {

12







"ocspResponse” : "MII...z5Q==",
"startDate" : "2016-04-26T16:39:32.000+0000",
"signatureMethod" : "bankid",

"signature"” : "PD9...cmU+"

H

"id" : 778335,

"time" : "2016-04-26T716:39:43.000+0000",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

¥

"event(Class" : "agreement_signed",

"eventId" : 30

F ]

Reference Documentation

Artifact type: Reference documentation

Included in the container is also the reference documentation which documents the container format,
overview and details about signing and validation, Etc.

Table 12. Reference Documentation
Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.

Container Format Describes the details of how agreement
information is stored within the container PDF.

Signing Describes how Egreement handles the signature
process.

Validation Describes how to validate a container. Makes
references to other documents for validation
details.

BankidValidation Signature Profile for BankID, v2.3

Telia Tunnistus Telia Tunnistus - Integration guide to

identification broker service, v1.8
Nets eID Broker Technical reference for service providers, v1.2.3

Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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Verification

Artifact type: Verification

The verification page is included as an attachment in the container, and is also mirrored to the visible
part of the container PDF. The purpose of the verification is to provide the reader with a summary of
the content of the agreement, in combination with important events that have occurred during the
agreement creation and signing process. An overview of the contents of the verification is given below.

Basic Information

Includes the most basic, and always present, information of the agreement. See Agreement Created for
more details.

* Agreement ID

* Agreement name

» Agreement version

e Creation date

Agreement Files

Lists the different files that the agreement includes. This is primarily the documents uploaded by the
user, which include agreement text and other data. See AgreementFileInfo for more details.

Each agreement file is listed with the following properties:

* Agreement file ID

» Agreement file name

* Agreement file mime type
* Agreement file size

* Agreement file hash

Signees

Lists the signees that have signed the document. See UserInfo for more details. Each signee is listed
with the following properties:

 Signee person number ID
* Signee name

» Signee sign date

14







Audit Log Extract

The verification ends with a summarizing extract from the audit log. It includes the most important
events and information from the audit log, whereas audit information that is of secondary importance
is filtered out.

Change Log

Agreement Version : 1.1

* Date of Change : 2017-02-28
* Logs

- Representation of agreement parts which are not possible to visualize are to include last
modified date along with the existing information (Name, Size, Hash).

- Layout is also changed to display the additional information vertically.
o Agreement File section of Verification page to include last modified date & time.

o ToBeSigned (TBS) text is separated into two types(visible & hidden).

Agreement Version : 1.2

» Date of Change : 2017-03-15
* Logs
o File Title is included in non visible agreement parts.

- Removed file Hash information from Attest Page and included file title

Agreement Version : 1.3

* Date of Change : 2017-06-21
* Logs

o New Signature Methods EMail signature & Email signature with OneTimePassword introduced

Agreement Version : 1.4

* Date of Change : 2018-02-01
* Logs
o Audit Events are allowed to have id as Long (number) or UUID

o New Signature Method Click signature introduced

15







Agreement Version : 1.5

» Date of Change : 2018-05-31
* Logs

o Norwegian BankID is introduced

Agreement Version : 1.6

* Date of Change : 2018-07-31
* Logs

> More information about signature added on attest page

Agreement Version : 1.7

* Date of Change : 2019-01-16
* Logs

o Draw signature image added on attest page

Agreement Version : 1.8

* Date of Change : 2019-02-01
* Logs

> Message Sent for viewed event added in auditlog.json

Agreement Version : 1.9

» Date of Change : 2019-04-04
* Logs

o Agreement locale added for agreement created event in auditlog.json

Agreement Version : 1.10

* Date of Change : 2019-05-16
* Logs

- Enable rendering of txt files on visual part of the PDF.
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Agreement Version : 1.11

* Date of Change : 2019-05-14
* Logs

o Agreement expire on changed event added in auditlog.json

Agreement Version : 1.12

» Date of Change : 2020-04-20
* Logs

o Localized signing method display text on attest page & in auditlog.json

Agreement Version : 1.13

* Date of Change : 2020-10-22
* Logs

o Finnish EID is introduced

Agreement Version : 1.14

* Date of Change : 2021-08-03
* Logs

- TBS explanation is extended

Agreement Version : 1.15

* Date of Change : 2021-11-07
* Logs
o Norwegian BankID signing documentation is updated

> Norwegian BankID signing by the means of authentication is introduced

Agreement Version : 1.16

» Date of Change : 2022-04-30
* Logs

o Danish signing using MitID is introduced
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Agreement Version : 1.17

» Date of Change : 2022-07-15
* Logs
o Watermark logo removed

o Verification page logo changed

Reference Documentation

Document name

Overview

Container Format

Signing

Validation

BankidValidation

Telia Tunnistus

Nets eID Broker

Cryptographic Message Syntax
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Description

Gives an overview of the Egreement agreement
function and links to the other documents.

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3

https://www.ietf.org/rfc/rfc2630
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Purpose

The purpose of this document is to provide deep knowledge of the signature process making it possible
to verify the signatures of agreements signed using the Egreement service.

Overview

This document describes how Egreement handles the signature process, from how to make all
agreement files tamper-proof, to how each Electronic ID (EID) provider implements its signatures.

System

For the agreement signatures to be trustworthy, it is important that a stable and high-quality system
protects the signing process.

All parts providing evidence for the signature, such as hardware, operating system and software, have
to be trusted.

Hardware

Egreement’s signature software runs on a virtualized hardware platform. It is hosted in a data center
with high availability requirements, used by large banks and e-commerce companies.

Software

For a signature to be trusted, it is important that the timestamp can be reliable. Timestamps are used to
show when certain events occur and are an important evidence when validating an agreement.

The platform synchronizes its time over the standardized Network Time Protocol (NTP).

Electronic Signatures

An electronic signature is any electronic means that indicates either that a person adopts the contents
of an electronic message, or more broadly that the person who claims to have written a message is the
one who wrote it. Examples of electronic signatures are:

* Draw Signature - A handwritten signature drawn on a digital canvas.

» API Signature - A signature created by consuming the web service exposed by Egreement AB.

SMS Signature - A signature created by responding to an SMS with context specific content.

* Email Signature with OneTimePassword - A signature created by One Time Password(OTP) based
email service.







* Click Signature - A signature created by personalized link.

» Cryptographic Signature - A signature created using a cryptographic key.
Some types of signatures are classified as advanced electronic signatures. Such an electronic signature:

* is uniquely tied to the signatory,

* makes it possible to identify the signatory,

* is created using material only controlled by the signatory and

* is tied to the signed data in such way that any changes can be detected.

Electronic signatures based on PKI, such as the Swedish BankID and Norwegian BankID, provide
advanced electronic signatures.

Cryptography

Cryptography is a central part of many signature solutions, for example to provide tamper-proof
agreement files.

The following chapters introduce some concepts needed to understand cryptography based signatures.

Cryptographic Hash Functions

A cryptographic hash function is any function that can be used to map data of arbitrary size to data of
fixed size where it is practically impossible to find two pieces of input that produces the same hash
value. It is a one way transformation that produces the same result every time. The result is called a
hash and since it is a one way function, it is not possible to re-create the input behind a hash.

Examples on hash functions are:

* SHA.2
* RIPEMD
* Whirlpool

Asymmetric Encryption

In cryptography, two types of encryptions are most commonly used, symmetric and asymmetric
encryption. The difference between them is that the symmetric encryption uses one single key for both
encryption and decryption, while asymmetric uses one key for encryption and another for decryption.
The fact that there are two keys can also be used for creating signatures and serves as a base for many
types of EID. The EID solutions usually use the asymmetric encryption in a Public Key Infrastructure
(PKD).







Asymmetric encryption make use of keypairs that if a text is encrypted using one of the keys, the only
key that can decrypt the crypto text is the other key belonging to the pair. One key is private and
should not be shared with anyone, the other is public and is used to verify signatures created with the
private key.

Examples on asymmetric keys are:

* RSA
* DSA

Digital Signatures

When signing using asymmetric keys, the signature result is called a raw signature and is just a binary
blob of a specific size, without any information at all. In order for the signature to be used in a
distributed environment, there is a need to add information on who signed the blob, what was signed
and so on.

The combination of metadata and the raw signature is called a digital signature. Some information is
optional:

 Signature time

X.509 Signature Certificate

X.509 CA Certificates (who issued the X.509 Signature Certificate)
* Signature text (TBS)

* Hash algorithms used

« Signature algorithm used

* The raw signature
Examples on digital signature formats are:

* CadES/CMS/PKCS#7
* XAdES

Signing
To sign an agreement a number of actions need to be executed:

* Create text representation of agreement

* Create digital signature







Create text representation

For advanced electronic signatures, where the agreement contents is logically tied to the created
signature, the text needs to be prepared in order to suit the signing method used. The textual
representation of an agreement is also called To Be Signed, or TBS for short. The TBS is the actual text
that is to be digitally signed. For the whole agreement to be tamper-proof, the agreement metadata
with all agreement files needs to be signed. Digital signature clients have limitations on the size of TBS.
It is not possible to sign the actual agreements, since there is a risk that the agreement files are too
large. Therefore cryptographic hash functions are used to reduce the size of the agreement files and
create a representation of it.

For non-advanced signatures, where the agreement contents is not directly tied to the signature, the
above preparation is normally not needed.

Digital signature clients allow us to send two different types of TBS. They are:

* Visible TBS
* Hidden TBS - Swedish BankID only

Visible TBS

TBS text that is exposed to the signatories by the digital signature clients. General information about
the Agreement is supplied to digital signature clients as a visible TBS. As the TBS will be different
between signing clients and also have different localizations it will be saved together with the digital
signature. In cases where hidden TBS is not supported, the visible TBS will contain information that
otherwise would be in the hidden TBS. Where the TBS has length restrictions due to technical reasons,
the hash may be base64 encoded (trailing = characters being omitted) and the hash may be calculated
as if the ordered agreement files were a single file.

Example

I sign: "Employment ACME Inc"
Egreement ID: 2394857302
Date: 26/04/2016

Hidden TBS

TBS text that is hidden from the signatories by the digital signature clients. Agreement content is
reduced to fewer characters using cryptographic hash functions is supplied to digital signature clients
as a hidden TBS. This is currently only supported for Swedish BankID.

Example







Content:

"Contract"
1103 b497 984e 433c 38d4 fdef 775 33ad Ocef 8c@7 9995 5b37 7c8e eddf 66f7 de73

"Codes of conduct"
2c¢f9 688d c483 2085 1112 6120 9001 58b2 ab2e 62b1 afd5 acch ebbb 5134 c7a4 9012

Create Digital Signature

For advanced electronic signatures, the cryptographic signature is created by applying the private key
from an asymmetric key pair on a dataset that previously has been hashed. In this context, the dataset
is the TBS. Different EID providers handles digital signatures in different ways, Signature Methods
describes all methods supported.

For non-advanced signatures, signature creation will vary depending on the method.

Signature Methods

Currently, the following signing methods are supported:

» Swedish BankID (advanced electronic signature)

* Norwegian BankID (advanced electronic signature and authentication)
* Finnish strong identification

* Danish MitID

* Draw Signature

* API Signature

* SMS Signature

* Email Signature with OneTimePassword

* Click Signature

These are described in detail below.

Swedish BankID

Swedish BankID is the largest EID provider in Sweden run by Finansiell ID-Teknik BID AB which is
owned by a number of large swedish banks.







It is a PKI based solution with support for file based tokens as well as smart cards, supported on a
number of platforms for desktop and mobile.

Signature format

The BankID client produces an XML Digital Signature as specified in BankID Signature profile.

Audit log
Each signature transaction provides information used in user interface and audit logging:

» personNr - In the form of a Swedish personal identity number.
* personSurname - Surname in capital letters.

» personGivenName - Given name in capital letters.

* startDate - Date when signing was started.

* signatureMethod - Will be bankid or bankid-otherunit.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* tbs - Data being signed, base64 encoded.

 tbsHidden - Hidden data being signed, base64 encoded.
How to validate
Validate the signature according to BankID Signature profile.

Output from validation to provide to Signee Validation in Container Format is:

» User attributes of the first certificate of the XML element KeyInfo with ID bidKeyInfo in the
signature.

* Hashed TBS.
» TBS Hash algorithm.

Norwegian BankID - advanced electronic signature

Norwegian BankID is the largest EID provider in Norway run by BankID Norway AS.

It is a PKI based solution that uses a one time password in combination with a personal password,
supported on a number of platforms for desktop and mobile.

Signature format

The BankID client produces a detached PKCS#7/CMS signature as specified in Cryptographic Message







Syntax, where the detached data being signed is the TBS.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Norwegian personal identity number.

* personSurname - Surname.

* personGivenName - Given name.

» personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be norbankid-netcentric or norbankid-mobile.

* signatureAction - Will be signature.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* tbs - Data being signed in the detached PKCS#7 signature, base64 encoded.

How to validate

Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic
Message Syntax.

Output from validation to provide to Signee Validation in Container Format is:

» User Attributes of the signer certificate in the element SignedData certificates in the PKCS #7
signature.

 Hashed TBS

* Hash algorithm

Norwegian BankID - authentication

Authentication based signing is also provided by the means of Norwegian BankID.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Norwegian personal identity number.

* personSurname - Surname.







personGivenName - Given name.

» personDateOfBirth - Date of birth for the person.

startDate - Date when signing was started.

signatureMethod - Will be norbankid-netcentric or norbankid-mobile.

signatureAction - Will be authentication.

* transactionld - Transaction ID from backend system.

How to validate

As an authentication alone does not digitally sign the agreement content, the person details such as
given name, surname and date of birth must be compared with the requested signee.

Finnish strong identification

Strong identification broker services are provided by Telia Finland for banks and mobile operators in
the Finnish Trust Network ("FTN").

Identity format
Telia produces a signed JWT which contains information about the person.

Table 1. Signed Attributes

Attribute Name Attribute Value

urn:oid:1.2.246.21 Social security number / personal identity code /
HeTu - henkil6tunnus

urn:oid:2.16.840.1.113730.3.1.241 Full name

urn:oid:2.5.4.4 Surname

urn:oid:1.2.246.575.1.14 Given name

More information can be found in Telia Tunnistus.

Audit log
Each signature transaction provides information used in user interface and audit logging:

* personNr - Finnish personal identity code.
* personSurname - Surname

* personGivenName - Given name

startDate - Date when signing was started.

signatureMethod - Will be eid-fi.







* transactionld - Transaction ID from backend system.
* signature - Signed JWT (from Telia).
* publicKey - Public key (JWK) for the signed JWT (from Telia).

How to validate

The signed JWT can be verified using the public key.

Danish MitID

Danish MitID signing is utilizing Transaction Signing from Nets eID Broker.

Signature format

The signature flow for Danish MitID is performed as a text followed by end-user authentication, so
there is no signature produced. Thus a signature format does not exist.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Danish personal identity number.

* personName - Full name.

» personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be one of: mitid-low, mitid-substantial or mitid-high.

o The method mitid-<LOA> specifies what Level of Assuarance (LOA) that was requested when
initiating the signature.

* signatureAction - Will be authentication.
* transactionld - Transaction ID from backend system.

* tbs - Data that was shown to user before authenticating, base64 encoded.

More information can be found in Danish MitID.

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature. In case of dispute, contact the EID provider, Nets, to validate the
entries in the audit log.







Draw Signature

The draw signature signing method is an electronic counterpart to traditional handwritten signatures.
Using draw signature, the end user draws a signature on a web canvas. The signing method is not
classified as an advanced electronic signature in that it does not tie the user to the contents signed and
does not identify this signatory. Yet, the method can be suitable in use cases where advanced electronic
signatures are not required.

Signature format

The signature is represented as an SVG/PNG image.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» personNr - In the form of a swedish personal number.

* personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be draw-signature.

* signature - The SVG or PNG image, base64 encoded.

* signatureContentType - The content type of signature eg. image/svg, image/png.

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature. Also, as the case of traditional handwritten signatures where
there are no formal requirements placed, ocular comparison does not add to trustworthiness.

API Signature

The API Signature is an electronic signature which is done by consuming the web service exposed by
Egreement AB. Using API Signature, the end user signs the agreement by making a request to the web
service. Using this method, user can also send the timestamp of actual time when the sign event took
place. This signing method is not classified as an advanced electronic signature in that it does not tie
the user to the contents signed and does not identify this signatory. Yet, this method can be suitable in
use cases where advanced electronic signatures are not required.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:
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» personNr - In the form of a swedish personal number.
* personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be api-signature.

* signedOn - Time at which the agreement was actually signed (stated by user)

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature.

SMS Signature

SMS Signature is an electronic signature created by responding to an SMS with context specific
content. The content of the SMS is One Time Password (OTP), a 6 digits number sent to the registered
mobile no of the signee. The Signee has to submit the OTP in order to sign the agreement. The OTP
Number is generated by TOTP algorithm by hashing the current time along with the agreement
information. OTP can be regenerated and verified by the same logic provided the given time &
agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* mobile - Mobile no of the signee.

* timestamp - Date when signing was started.

* agreementName - Name of the agreeement.

* signatureMethod - Will be sms-signature.

OTP - One Time Password.

How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, mobile, timestamp).

HASHLG : Use SHA-256 algorithm to generate hash of the given input.
* hash (array): HASHLG( agreementName + mobile + timestamp)

* random (function): hash[ ${param1} ] & ${param2} << ${param3}

otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)
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o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000
o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Email Signature with OneTimePassword

Email signature with OneTimePassword is an electronic signature created by One Time Password(OTP)
based email service. The content of the Email is One Time Password (OTP), a 6 digits number sent to
the registered email address of the signee. The Signee has to submit the OTP in order to sign the
agreement. The OTP Number is generated by TOTP algorithm by hashing the current time along with
the agreement information. OTP can be regenerated and verified by the same logic, provided the given
time & agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» email - Email address of the signee.

* timestamp - Date when signing was started.

* agreementName - Name of the agreeement.

* signatureMethod - Will be email-signature.

OTP - One Time Password.

How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, email, timestamp).

HASHLG : Use SHA-256 algorithm to generate hash of the given input.

hash (array): HASHLG( agreementName + email + timestamp)

random (function): hash[ ${param1} ] & ${param2} << ${param3}

otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)

o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000

o If the output is less than 6 digits, add the remaining digits as '0' in prefix.
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* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Click Signature

Click signature is an electronic signature created by using a personalized link. The personalized link
can be shared by email or directly in an integrated application. When the signee visits the link, it will
take him to the agreement review page where he can click the sign button to sign the agreement.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* email - Email address of the signee.
* timestamp - Date when signing was started.

* signatureMethod - Will be click-signature.

How to validate

Due to the nature of this signature , we can’t validate the authenticity of the signature. Signatories has
to keep the link secret.

Reference documentation

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.

Container Format Describes the details of how agreement
information is stored within the container PDF.

Signing Describes how Egreement handles the signature
process.

Validation Describes how to validate a container. Makes
references to other documents for validation
details.

BankidValidation Signature Profile for BankID, v2.3

Telia Tunnistus Telia Tunnistus - Integration guide to

identification broker service, v1.8
Nets eID Broker Technical reference for service providers, v1.2.3

Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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Purpose

Agreements might need validation in case of disputes where one or more contracting parties renounce
that he or she intentionally signed the agreement. Since an agreement e-signed using Egreement’s
service is self-contained, tamper-proof and legally binding, validating the agreement can be enough to
settle legal disputes. This document describes all the steps needed to validate the agreement.

Overview

Validating an agreement is quite a complicated process requiring technical skills or software. The
agreement is stored as a PDF container where any proof of the validity of the agreement is contained
inside the actual container. The process spans from controlling the actual agreement content to
validating the Public Key Infrastructure (PKI) signature status.

The parts that should be validated and covered by this and other references documents are:

e Container validation
* Agreement content

* Retracing signature steps

Container Validation

Verify that the container is an agreement PDF container. See the "Container Content" chapter in
Container Format.

Agreement Content

Read and validate all parts of the agreement attached to the container. See "PDF Container" Container
Format how to locate all files of the agreement.

Retracing Signature Steps

The audit log is a list of entries holding all actions associated with the agreement, from creating the
agreement to the last signee signing the agreement. The list is sorted by the time each action was
logged.

Audit Log Validation Process

Validate each audit entry in the log according to the "How to validate" section of each specific audit
entry type chapter. The audit entry types are described in detail in Container Format, where each







entry type is described in a separate chapter.

If validation of one step fails or if the audit entry does not exist in Container Format, the agreement is
considered invalid.

If validation of an entry fails, it is important to analyze why before the agreement is discarded. It is
important to establish if the agreement is considered invalid because someone has tampered with it, or
if there are errors in the tools or in the documentation?

References

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.

Container Format Describes the details of how agreement
information is stored within the container PDF.

Signing Describes how Egreement handles the signature
process.

Validation Describes how to validate a container. Makes
references to other documents for validation
details.

BankidValidation Signature Profile for BankID, v2.3

Telia Tunnistus Telia Tunnistus - Integration guide to

identification broker service, v1.8
Nets eID Broker Technical reference for service providers, v1.2.3

Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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REVISIONSBERATTELSE

Till foreningsstamman i Bostadsrattsforeningen Bromma Tracks
769617-1011

Rapport om arsredovisningen
Vi har utfért en revision av Bostadsrattsforeningen Bromma Tracks ar 2021/2022.

Styrelsens ansvar fér 8rsredovisningen

Det &r styrelsen som har ansvaret for att uppréatta en arsredovisning som ger en réttvisande
bild enligt arsredovisningslagen och for den interna kontroll som styrelsen bedémer &r
nodvandig for att uppréatta en arsredovisning som inte innehller vasentliga felaktigheter,
vare sig dessa beror pa oegentligheter eller pa fel.

Revisorns ansvar

Vart ansvar &r att uttala oss om rsredovisningen pa grundval av var revision. Detta kraver
att vi planerar och utfér revisionen for att uppna rimlig sidkerhet att arsredovisningen inte
innehaller vasentliga felaktigheter.

En revision innefattar att genom olika dtgérder inhamta revisionsbevis om belopp och annan
information i &rsredovisningen. Revisorn véljer vilka atgarder som ska utféras, bland annat
genom att bedéma riskerna for védsentliga felaktigheter i drsredovisningen, vare sig dessa
beror pa oegentligheter eller pa fel. Vid denna riskbeddmning beaktar revisorn de delar av
den interna kontrollen som &r relevanta for hur féreningen upprattar arsredovisningen for att
ge en rattvisande bild i syfte att utforma granskningsatgérder som ar andamalsenliga med
hdnsyn till omstandigheterna, men inte i syfte att géra ett uttalande om effektiviteten i
féreningens interna kontroll. En revision innefattar ocksa en utvardering av
andamalsenligheten i de redovisningsprinciper som har anvénts och av rimligheten i
styrelsens uppskattningar i redovisningen, liksom en utvardering av den 6vergripande
presentationen i érsredovisningen.

Vi anser att de revisionsbevis som har inhdmtat &r tillrdckliga och &ndamalsenliga som grund
for vart uttalanden.

Uttalanden

Enligt var uppfattning har arsredovisningen upprittats i enlighet med arsredovisningslagen
och ger en i alla vasentliga avseenden rattvisande bild av féreningens finansiella stadllning
per 2022-06-30 och av dess finansiella resultat for dret enligt rsredovisningslagen.
Foérvaltningsberéittelsen &r forenlig med arsredovisningens évriga delar.

Vi tillstyrker darfor att foreningsstamman faststaller resultatrakningen och balansrakningen.





Rapport om andra krav enligt lagar och andra forfattningar

Utdver var revision av arsredovisningen har vi dven utfért en revision av forslaget till
dispositioner betraffande féreningens vinst eller férlust samt styrelsens férvaltning fér
Bostadsrattsféreningen Bromma Tracks ar 2021/2022.

Styrelsens ansvar

Det &r styrelsen som har ansvaret for forslaget till dispositioner betraffande féreningens
vinst eller forlust, och det ar styrelsen som har ansvaret for férvaltningen enligt
bostadsrattslagen.

Revisorns ansvar
Vart ansvar &r att med rimlig sdkerhet uttala mig om férslaget till dispositioner betréffande
féreningens vinst eller férlust och om férvaltningen pd grundval av var revision.

Som underlag for vart uttalande om styrelsens forslag till dispositioner betréffande
féreningens vinst eller forlust har vi granskat om forslaget ar forenligt med
bostadsrattslagen.

Som underlag for vart uttalande om ansvarsfrihet har vi utdver revisionen av
arsredovisningen granskat vasentliga beslut, atgarder och férhallanden i féreningen for att
kunna bedéma om nagon styrelseledamot &r ersattningsskyldig mot féreningen. Vi har &ven
granskat om ndgon styrelseledamot pa annat satt har handlat i strid med bostadsréattslagen,
arsredovisningslagen eller féreningens stadgar.

Vi anser att de revisionsbevis som inhamtat ar tillréckliga och &ndamalsenliga som grund for
o
vara uttalanden.

Uttalanden
Vi tillstyrker att féreningsstdmman disponerar forlusten enligt férslaget i
forvaltningsberattelsen och beviljar styrelsens ledaméter ansvarsfrihet for rakenskapsaret.

Stockholm 2022-10-25

Ravisor AB
David Walman
Revisor






[ {
  "agreementId" : "d52216f0-5463-11ed-8d56-afb96e2c63f0",
  "agreementName" : "Årsredovisning",
  "agreementVersion" : "1.17",
  "agreementFiles" : [ {
    "fileName" : "65bce1d0-53ca-11ed-a8b7-d99bcc450821.pdf",
    "fileMimetype" : "application/pdf",
    "fileSize" : "979890",
    "fileHash" : "96e11296f5a2efc32e5d80c477fbba1c9b6f9ecb03587cde295aa8bb7cb00c40",
    "fileId" : "d52e9a10-5463-11ed-a1d6-bddcc0a69663"
  }, {
    "fileName" : "6642924842022_10_25_12_52_01.pdf",
    "fileMimetype" : "application/pdf",
    "fileSize" : "125781",
    "fileHash" : "a63534500787e3fe304982c632991e5558a69c141c3523cf3daa92963d04af39",
    "fileId" : "d5450840-5463-11ed-ad9f-671c6e038934"
  } ],
  "signees" : [ {
    "personName" : "Walman David",
    "orgName" : "Bostadsrättsföreningen Bromma Tracks",
    "personSurname" : "David",
    "orgNr" : "7696171011",
    "personGivenName" : "Walman",
    "email" : "info@ravisor.se"
  } ],
  "time" : "2022-10-25T14:52:08.000+0200",
  "type" : "api",
  "user" : {
    "personName" : "API API_KEY",
    "orgName" : "Sveriges Mäklar- och Organisationstjänst AB",
    "ipAddress" : "188.126.93.49",
    "orgNr" : "5590421631"
  },
  "eventId" : 12,
  "eventClass" : "agreement_created",
  "id" : "d5fb8700-5463-11ed-88a6-37498b245be7"
}, {
  "id" : "d93ccf50-5463-11ed-9f1b-dd71dc1d92fa",
  "time" : "2022-10-25T14:52:14.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "151.177.211.63"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Walman David",
    "orgName" : "Bostadsrättsföreningen Bromma Tracks",
    "personSurname" : "David",
    "orgNr" : "7696171011",
    "personGivenName" : "Walman",
    "email" : "info@ravisor.se"
  }
}, {
  "id" : "e06b5760-5463-11ed-88a6-37498b245be7",
  "time" : "2022-10-25T14:52:26.000+0200",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "info@ravisor.se"
  } ]
}, {
  "signeeInfo" : {
    "personName" : "Walman David",
    "orgName" : "Bostadsrättsföreningen Bromma Tracks",
    "personSurname" : "David",
    "orgNr" : "7696171011",
    "personGivenName" : "Walman",
    "email" : "info@ravisor.se"
  },
  "signingMetadata" : {
    "personNr" : "198002043233",
    "personSurname" : "Walman",
    "tbs" : "SSBzaWduOiAiw4Vyc3JlZG92aXNuaW5nIiAKSUQ6IGQ1MjIxNmYwLTU0NjMtMTFlZC04ZDU2LWFmYjk2ZTJjNjNmMApEYXRlOiAyNS8xMC8yMDIyCgo=",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "e7e5dc90-5463-11ed-8d9a-dfcf8aab9e20",
    "tbsHidden" : "LS0tLS0tLS0tLQpDb250ZW50OgoKIjY1YmNlMWQwLTUzY2EtMTFlZC1hOGI3LWQ5OWJjYzQ1MDgyMS5wZGYiCjk2ZTEgMTI5NiBmNWEyIGVmYzMgMmU1ZCA4MGM0IDc3ZmIgYmExYyA5YjZmIDllY2IgMDM1OCA3Y2RlIDI5NWEgYThiYiA3Y2IwIDBjNDAKCiI2NjQyOTI0ODQyMDIyXzEwXzI1XzEyXzUyXzAxLnBkZiIKYTYzNSAzNDUwIDA3ODcgZTNmZSAzMDQ5IDgyYzYgMzI5OSAxZTU1IDU4YTYgOWMxNCAxYzM1IDIzY2YgM2RhYSA5Mjk2IDNkMDQgYWYzOQotLS0tLS0tLS0t",
    "personGivenName" : "David Oskar Petter",
    "startDate" : "2022-10-25T12:52:38.973+0000",
    "transactionId" : "a7cd0fabc5780236772c63dbda2a0ec8"
  },
  "time" : "2022-10-25T14:52:59.000+0200",
  "type" : "sign_final_part",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "151.177.211.63"
  },
  "eventId" : 31,
  "eventClass" : "agreement_signed",
  "id" : "f41c1510-5463-11ed-9f1b-dd71dc1d92fa"
} ]
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Purpose

This document gives an introduction to the collection of reference documentation added to each
agreement signed using Egreement’s service. In case of agreement disputes, this documents and its
referrals should be used as a handbook on how to verify agreements.

Overview

Agreement and workflow basics are introduced in this document in order to be able to understand the
reference documentation.

Glossary

Term Description

Agreement File Attachment to the agreement, for example an
uploaded PDF, image, or free text, entered by
agreement creator.

Agreement Creator User who creates the initial agreement and add
contracting parties.

API Application Programming interface

Audit Log The log of events associated with each agreement.

CMS Cryptographic Message Syntax

Container The file which holds the agreement including all

metadata such as audit log, documentation,
verification, Etc.

Contracting Party User who is to sign an agreement.

Egreement The company providing the agreement signing
service. Egreement AB,
https://www.egreement.com

EID Electronic identity such as a certificate or online
identity of some kind.

Hash A cryptographic hash, see Signing
JSON JavaScript Object Notation

NTP Network Time Protocol

OCSP Online Certificate Status Protocol
PKCS Public Key Cryptography Standards



https://www.egreement.com



Term Description

PKI Public Key Infrastructure
PDF Portable Document Format from Adobe Systems
Signee When a contracting party has signed an

agreement, the party becomes a signee.

TBS To Be Signed. A textual representation of an
agreement.
Verification Page(s) appended to the end of the visible part of

the agreement, summarizing agreement
information, including a timeline.

XML Extensible Markup Language

Agreement Basics

An agreement has a number of artifacts that together form an agreement:

@greement

Agreement Name

Agreement ID

Agreement files Audit log

Attachment-1 Created
Attachment-2 User 1 viewed
Attachment-3 User 1 signed

User 2 viewed

User 2 signed

Figure 1. Agreement content

* Agreement name chosen by Agreement Creator.
* Agreement ID automatically generated by Egreement’s system.
* Files of different formats, such as text or images, that form the contractual part of the agreement.

* Audit log, created by the Egreement system, keeping records of all major events that have taken





place in the process of concluding the agreement.

» Reference documentation on how Egreement manages agreement creation, signing and conclusion.
This very document is the introduction and first part of the reference documentation.

Version Properties

The following properties apply for the current version of the agreement implementation:

» Agreement File hash algorithm: SHA-256
» Agreement File hash encoding: Hex string
 Reference documents:

o Overview

o Container Format

o Signing

o Validation

Workflow

The Egreement workflow contains a number of stages.

Create agreement - Start
Add agreement files - Upload attachments
Add contracting parties - Add people who are to sign the agreement

Signature creation - All contracting parties sign the agreement

S

Download - Agreement can be downloaded (optional)

Agreement Creation

When an agreement is to be created, the user chooses a name for the agreement and an ID is
automatically generated.

Agreement Files

An agreement file is a part of the agreement. The file can be of any format. If the file format can be
presented by the Egreement software, a visual representation will be shown to the contracting parties.





Contracting Parties

After the agreement has been set up, all contracting parties who should sign the agreement are added.

Signature Creation

The user should always sign the complete agreement including all attached files. Metadata which will
serve as proof of user consent to the agreement will be automatically added by the system, making the
agreement tamper-proof and self-contained. Each signee can choose from a set of signature methods.
The actual signature creation is handled differently depending on signing method.

In the signature workflow, a number of signees can individually sign the same agreement. The
aggregated signature result will be added to the agreement as proof of the agreement’s validity. Signing
is described in detail in Signing.

After the last signee has signed, the agreement will be concluded and therefore the process and
agreement files will be closed.

Download

It is possible to download an agreement from the system to store it offline. The downloaded agreement
is tamper-proof, as all parts of the agreement, including main file, attachments and all other artifacts,
are tied to every individual signee. Since this downloaded agreement is more than just a document, it
is referred to as a Container.

Egreement currently supports PDF as container-format which is described more in detail in Container
Format.

Logging
All actions associated with the agreement are stored in the audit log.
Dispute

In case of dispute about a signed agreement where the different signees disagree, the Validation
document describes the process how to verify the agreement’s validty.

Reference Documentation

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.





Document name

Container Format

Signing

Validation

BankidValidation

Telia Tunnistus

Nets eID Broker

Cryptographic Message Syntax

Description

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3

https://www.ietf.org/rfc/rfc2630



https://www.ietf.org/rfc/rfc2630
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Purpose

This document is targeted for contracting parties and arbitrators that create, sign and/or evaluate
agreements concluded through the Egreement application. The document describes the content,
structure and semantics of the agreement container, required to understand in order to evaluate
agreements or settle possible disputes.

Overview

An agreement in the Egreement sense is not just a single document. Instead, an agreement is a
collection of different information artifacts concerning an agreement made between one or more
contracting parties. Artifacts can be the text on which agreement parties are to agree, individual
parties’ acceptance statements, or records of the events associated with the conclusion of the
agreement. In order to store this information in a secure and self-contained manner, a Container is
needed. The container is simply a file storing all the information needed in a structured and well-
defined way.

Generic Container Structure

The container includes the following artifact types:

* Agreement File - One or more documents, or other types of files (such as images), either uploaded
by the agreement creator or provided by the Egreement application, that togehter constitute the
agreement.

* Audit Log - A log, created by the Egreement system, with recordings of all major events that have
taken place in the process of concluding the agreement.

* Reference Documentation - Documentation how Egreement manages agreement creation, signing
and closing.

* Verification - An agreement summary, including a listing of included agreement files, signees and
an extract of the audit log.

PDF Container

The container format used by Egreement is PDF. All of the listed artifact types are stored as so called
attachments in the PDF container. The reason for adding agreement artifacts as attachments is that
this makes it possible to provide traceability throughout the complete signing process. In order for a
reader to easily be able to view the contents of the agreement, a selection of the attachments is
"mirrored" to the main (visible) part of the PDF.





@greement PDF Container

— il “

Agreement File 1
Agreement File 2
Visualization of Agreement File N
Agreement File 1-N
Reference Documentation 1
Reference Documentation 2
Reference Documentation N

Audit Log I

Verification I Verification I

Figure 1. Container Overview

Not all PDF viewers are able to list and/or present PDF attachments. Therefore, it is
recommended to use the official Adobe Acrobat Reader to view Egreement PDF
containers.

Each attachment is given a numeric prefix to its name in order to sort the files correctly in the list. Also
note that the description field holds the artifact type of the attachment.

@ Attachments X
@ B &
Name ~ Description Modified
5 01-CarContract.pdf Agreement File-456-5654-10  29/04/16 14:25:26
i‘ 02-Carlmage.jpg Agreement File-456-5654-12 29/04/16 14:25:27
) 03-CarSound.m4a Agreement File-456-5654-13  28/04/16 14:25:27
: 04-auditlog.json Audit Log 29/04/16 14:25:27
= 05-Overview.pdf Reference Documentation 29/04/16 14:25:27
= 06-ContainerFormat.pdf Reference Documentation 29/04/16 14:25:27
5 07-Signing.pdf Reference Documentation 29/04/16 14:25:27
= 08-Validation.pdf Reference Documentation 29/04/16 14:25:27
= 09-verification.pdf Verification 29/04/16 14:25:27

Figure 2. PDF Attachments





How to Validate

The container is a valid PDF agreement if it holds the artifacts defined above.

Container Content

Agreement File

Artifact type: Agreement file

Agreement files are the parts of the agreement which the agreement creator uploads or selects to be
included. These could be documents, forms, images or virtually any type of file. Furthermore,
agreement files can be divided into two categories, agreement files possible to visualize and non-
possible to visualize.

Agreement Files Possible to Visualize

Files possible to visualize, are added as attachments to the container just as all other artifact types, but
they are also mirrored to the visible part of the agreement PDF. This allows the user to quickly view
the content of the main parts of the agreement. Files that typically are possible to visualize, are PDFs,
image-type files and text files.

Agreement Files Non-Possible to Visualize

Agreement files non-possible to visualize, are not mirrored to the visual part of the agreement PDF,
though it is represented with name, size and hash of the file. These file types are typically technically
hard or impossible to create a visual representation of, e.g. a sound file or a video file.

How to Validate

To understand what has been agreed and to establish if there is a dispute or if the disagreement
between the contracting parties is actually covered by the agreement, please read and understand the
actual content of the agreement.

Audit Log

Artifact type: Audit log

The audit log attachment is a well-defined, JSON formatted, document presenting all the important
events that have occurred from when the agreement was created until the agreement was closed.
Refer to the "Workflow" chapter in Overview for more details.

The following audit log entry types are defined:





* Agreement Created

* Agreement Viewed

* Agreement Signed

* Agreement Rejected

* Agreement ExpireOn Changed

* Message Sent

The different log entry types are described in detail below.

Common Structures
All log entry types share common information that is included in every log entry logged.

Table 1. Common Attributes

Parameter name Parameter value example(s)  Description

time 2016-03-21T10:03:28.010+0000  Time when the entry was logged
as yyyy-MM-dd'T'HH:mm:ss.SSSZ.

id 540431, 1e8f69a4-07c1-11e8- An ID of this particular event

ba89-0ed5f89f718b (can either be a numeric long

value or Time based UUID).

event(lass agreement_created Name of the type, as listed
below.

eventld 10 Each type includes a set of IDs.

See respective log entry type
description for details.

userInfo See UserInfo Information about a user.

UserInfo

The UserInfo structure holds information about the user triggering an event, users being contracting
parties of an agreement as well as other users. Note that only a subset of the parameters is included,
depending on the situation where the UserInfo structure is used.

Table 2. UserInfo

Parameter name Parameter value example(s)  Description

ipAddress 212.94.55.131 The IP address of the user.

email Jjohn@example.org The user’s email address.

personNr 19550505-1234 (Sweden), The user’s personal identity
220750-999Y (Finland) number.
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Parameter name Parameter value example(s)  Description

personName John Smith The first and last name of the
user.

personGivenName John The first name of the user.

personSurname Smith The last name of the user.

orghr 551234-1234 The organization number of the

organization on behalf of which
the user is operating.

orghame Acme AB The organization name of the
organization on behalf of which
the user is operating.

AgreementFileInfo

The AgreementFilelnfo structure holds information about an agreement file, e.g. a PDF uploaded by the
user. See Agreement File.

Table 3. AgreementFileInfo

Parameter name Parameter value example(s)  Description
fileld 6572354654, 75928ba0-2369- The system generated ID of the
11e8-b467-0ed5f89f718b agreement file (can either be a

numeric long value or Time
based UUID).

fileName MyEmployeeAgreement.pdf The user defined name of the
agreement file.

fileMimetype application/pdf The agreement file mime type.

fileSize 42253 The size, in bytes, of the

agreement file.

fileHash 3d7c514b...66b786a4 The hash of the agreement file,
encoded as a hex string.

How to Validate

See Validation how to validate the entire audit log.

Agreement Created

This event is logged when the agreement is created. This is always the first log entry for each
agreement, i.e. no events can take place before this event has occurred.

* EventClass: agreement_created
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* Eventld:

> 10: When a private user creates an agreement using the web application.

> 11: When a company user creates an agreement using the web application.

o 12: Agreement created using the APIL

Table 4. Agreement Created Specific Information

Parameter name Parameter value example(s)

agreementName MyEmployeeAgreement

agreementId 12345678901234, 75928ba0-2369-
11e8-b467-0ed5f89f718b

agreementVersion 1.16

agreementlocale sv_SE

signees List of UserInfo

agreementFiles List of AgreementFileInfo

How to Validate

Description

User specified name of the
agreement.

System generated ID of the
agreement (can either be a
numeric long value or Time
based UUID).

Version of the agreement
container format.

Locale of the agreement
container.

A listing of the signees defined
as parties in the agreement.

A listing of the agreement files
included in the agreement.

Validating this audit entry requires a number of steps all documented below.

EventTypeld Validation

Check that the UserInfo field is populated correctly according to EventType. See UserInfo for details.

Table 5. EventType effect on UserInfo

Type How to validate UserInfo

10
11
12

Agreement Metadata

All metadata parameters must be validated according to table below.

Table 6. Agreement Created Metadata Verification

orgNr and orgName must not be set
personNr, orgNr and orgName must be set

orgNr and orgName must be set
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Parameter name How to validate

agreementName Must be present

agreementId Must be present

agreementVersion Must be less than or equal to 1.16
agreementlocale If present, Must be a valid locale and container

verification page must be in this language
signees See Signees Validation

agreementFiles See Agreement File Validation

Agreement File Validation

Validate that all Agreement File are the correct ones, that they are included, and that there are no
additional files than the ones listed in the audit log.

Audit Log

Check all agreement files in this audit entry and verify that they all exist in the container. Do this by
identifying the attachment by the ID and name stated in the audit entry.

Attachments

Check all agreement files in the PDF container by searching after the Artifact type: Agreement file and
make sure that they are all listed in the create agreement audit entry.

Check Hashsums

For each agreement file, compute the hash and check that the hash in the audit entry is correct.

Signees Validation

Make sure that each signee has an Agreement Signed audit entry. Also check that the number of signees
is equal to the number of Agreement Signed entries.

Agreement Viewed
This event is logged every time an agreement is viewed or downloaded.

* EventClass: agreement_viewed
* Eventld:
o 20: When a user views an agreement using the web application.
> 21: When a user views an agreement using a mail link.
o 22: When a user views an agreement by downloading it using the web application.

> 23: When a user views an agreement using a mail link that is protected using two-factor
authentication.





Agreement Viewed Specific Information

None

How to Validate

Check that time of entry is after Agreement Created.

Agreement Signed

This event is logged every time a user signs an agreement.

* EventClass: agreement_signed

* Eventld:

> 30: When a user signs the agreement, not being the last signee.

> 31: When a user signs the agreement as the last signee.

> 32: When a user tries to sign the agreement but signing fails.

Table 7. Agreement Signed Specific Information

Parameter name

signeelnfo

signMetadata

Table 8. SignMetadata
Parameter name

signatureMethod

signature

ocspResponse

tbs

Parameter value example
See UserInfo

See SignMetadata

Parameter value example

bankid

PD94bWwgdm...duYXR1cmU+

MIIEXg0BAK...jks3yrAUVE

SSBzaWduOiAiQ29udHJhY3QilA
pJRDogNjdkNZ2...

Description
Information about the signee.

Signing metadata produced in
the signing process.

Description

The ID of the signing method
used.

The signature, base64 encoded.
The underlying format depends
on the signature method used.

The OCSP response message,
base64 encoded. This parameter
is only included for some signing
methods.

The text being signed by the
signee using the signing method
encoded as base64. This
parameter is only included for
some signing methods and may
vary between signing methods
and localizations.





Parameter name Parameter value example Description

tbsHidden LSOtLSO0tLS0tLQpDb250ZW500g Hidden additional text also
oKImJsdWUucG... being signed, base64 encoded.
This parameter is only included
for some signing methods.

How to Validate

Check that time of entry is after Agreement Created.

EventType Validation

Table 9. EventType effect on validation

Type How to act
30 Verify as described below.
31 Verify as describe below, and once done, check

that there are no more Agreement Signed entries
in the audit log.

TBS Validation

In case of an advanced signature method, the TBS (including the hidden TBS where applicable) will be
stored as a part of SignMetadata.

For non-advanced signature methods, TBS validation is not applicable.

Signature Validation

Fetch the signature method pointed out by SigningMethod and verify the signature according to the
corresponding chapter in Signing

Signee Validation

The output from the Signature Validation should be validated according to table below.

Output type How to validate

Signature time If a signature time has been registered, check that
this signature time corresponds to the time of the
Agreement Signed.

User attributes Check that the user attributes returned from the
signature method matches the attributes of the
SigneeInfo.

TBS or hash of TBS If TBS validation applies, check that TBS or hash

of TBS matches the TBS from SignMetadata.





Output type How to validate

Hash algorithm If TBS validation applies, and the TBS is returned
hashed, return name of hash algorithm.

Agreement Rejected
This event is logged when the agreement is rejected. If this event occurs, the agreement is invalid.

» EventClass: agreement_rejected
* Eventld:
o 40: Agreement rejected by user.
o 47: Agreement auto-rejected due to validity timeout.

o 42: Agreement withdrawn by agreement creator.

Agreement Rejected Specific Information

None

How to Validate

If one of these audit entries are found, the agreement is not a valid agreement.

Agreement ExpireOn Changed
This event is logged when the agreement expiry date is changed.

* EventClass: agreement_expire_on_changed
e Eventld:

o 80: Agreement expiry date changed by user.

Table 10. Agreement ExpireOn Changed Specific Information
Parameter name Parameter value example Description

agreementPreviousExpire0n 2016-03-21T10:03:28.010+0000  Time when agreement was
scheduled to expire as yyyy-Mm-
dd’T'HH:mm:ss.SSSZ.

agreementExpireOn 2016-03-31T10:03:28.010+0000  Time when agreement is
scheduled to expire as yyyy-Mm-
dd'T'HH:mm:ss.SSSZ.

How to Validate

Check that time of entry is after Agreement Created.
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Message Sent
A message is logged each time the system sends a mail to parties involved in the agreement.

* EventClass: message_sent
* Eventld:
> 50: Message sent due to event IDs: 10-12
> 51: Message sent due to event ID: 30.
o 52: Message sent due to event ID: 31.
> 53: Message sent due to event ID: 40.
o 54: Message sent due to event ID: 41.
o 55: Message sent when agreement is shared.
o 56: Message sent when agreement sharing is cancelled.
o 57: Message sent when agreement validity is about to expire.
o 58: Message sent as a reminder of agreement creation.

> 60: Message sent due to event ID: 20-23.

Table 11. Message Sent Specific Information
Parameter name Parameter value example Description

sentTo List of UserInfo A listing of the users to whom
the message is sent.

How to Validate

Check that time of entry is after Agreement Created.

Format

The audit log is included in the container as a JSON-formatted file.

Audit log example
[ {
"agreementId" : "160400034502",
"agreementName" : "Package patent",
"agreementVersion" : "1.16",

"agreementlLocale": "sv_SE",
"agreementFiles" : [ {
"fileSize" : "722085",
"fileId" : "4081",
"fileHash" : "01e70b3f3d48df504119a912e171df2f2533a2a8bf73d052¢c004e27bf64671a0",
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"fileMimetype" : "application/pdf",
"fileName" : "patent.pdf"

oA
"fileSize" : "180269",
"fileld" : "4082",
"fileHash" : "96e0a461e285986ae6e3a2b581568c89d1dae77ae580fea1859faab2e594ec4b”,
"fileMimetype" : "image/png",
"fileName" : "fig1.png"

P

"signees" : [ {
"personNr" : "191111112222",

"personName" : "Alice A"

o
"personNr" : "193333334444",
"personName" : "Bob B"

Il

"id" : 778333,

“time" : "2016-04-26T16:39:30.000+0000",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

i

"event(Class" : "agreement_created",

"eventId" : 10

oA
"id" : 778334,

"time" : "2016-04-26T716:39:31.000+0000",
"eventId" : 50,

"event(Class" : "message_sent",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

I

"sentTo" : [ {
"email" : "alice.a@eavtal.se",
"personName" : "Alice A"

}

oA

"signingMethod" : "bankid",

"signeeInfo" : {
"personSurname" : "B",
"personNr" : "193333334444",
"personGivenName" : "Bob",
"personName" : "Bob B"

}

igningMetadata" : {
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"ocspResponse” : "MII...z5Q==",
"startDate" : "2016-04-26T16:39:32.000+0000",
"signatureMethod" : "bankid",

"signature"” : "PD9...cmU+"

H

"id" : 778335,

"time" : "2016-04-26T716:39:43.000+0000",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

¥

"event(Class" : "agreement_signed",

"eventId" : 30

F ]

Reference Documentation

Artifact type: Reference documentation

Included in the container is also the reference documentation which documents the container format,
overview and details about signing and validation, Etc.

Table 12. Reference Documentation
Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.

Container Format Describes the details of how agreement
information is stored within the container PDF.

Signing Describes how Egreement handles the signature
process.

Validation Describes how to validate a container. Makes
references to other documents for validation
details.

BankidValidation Signature Profile for BankID, v2.3

Telia Tunnistus Telia Tunnistus - Integration guide to

identification broker service, v1.8
Nets eID Broker Technical reference for service providers, v1.2.3

Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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Verification

Artifact type: Verification

The verification page is included as an attachment in the container, and is also mirrored to the visible
part of the container PDF. The purpose of the verification is to provide the reader with a summary of
the content of the agreement, in combination with important events that have occurred during the
agreement creation and signing process. An overview of the contents of the verification is given below.

Basic Information

Includes the most basic, and always present, information of the agreement. See Agreement Created for
more details.

* Agreement ID

* Agreement name

» Agreement version

e Creation date

Agreement Files

Lists the different files that the agreement includes. This is primarily the documents uploaded by the
user, which include agreement text and other data. See AgreementFileInfo for more details.

Each agreement file is listed with the following properties:

* Agreement file ID

» Agreement file name

* Agreement file mime type
* Agreement file size

* Agreement file hash

Signees

Lists the signees that have signed the document. See UserInfo for more details. Each signee is listed
with the following properties:

 Signee person number ID
* Signee name

» Signee sign date

14





Audit Log Extract

The verification ends with a summarizing extract from the audit log. It includes the most important
events and information from the audit log, whereas audit information that is of secondary importance
is filtered out.

Change Log

Agreement Version : 1.1

* Date of Change : 2017-02-28
* Logs

- Representation of agreement parts which are not possible to visualize are to include last
modified date along with the existing information (Name, Size, Hash).

- Layout is also changed to display the additional information vertically.
o Agreement File section of Verification page to include last modified date & time.

o ToBeSigned (TBS) text is separated into two types(visible & hidden).

Agreement Version : 1.2

» Date of Change : 2017-03-15
* Logs
o File Title is included in non visible agreement parts.

- Removed file Hash information from Attest Page and included file title

Agreement Version : 1.3

* Date of Change : 2017-06-21
* Logs

o New Signature Methods EMail signature & Email signature with OneTimePassword introduced

Agreement Version : 1.4

* Date of Change : 2018-02-01
* Logs
o Audit Events are allowed to have id as Long (number) or UUID

o New Signature Method Click signature introduced
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Agreement Version : 1.5

» Date of Change : 2018-05-31
* Logs

o Norwegian BankID is introduced

Agreement Version : 1.6

* Date of Change : 2018-07-31
* Logs

> More information about signature added on attest page

Agreement Version : 1.7

* Date of Change : 2019-01-16
* Logs

o Draw signature image added on attest page

Agreement Version : 1.8

* Date of Change : 2019-02-01
* Logs

> Message Sent for viewed event added in auditlog.json

Agreement Version : 1.9

» Date of Change : 2019-04-04
* Logs

o Agreement locale added for agreement created event in auditlog.json

Agreement Version : 1.10

* Date of Change : 2019-05-16
* Logs

- Enable rendering of txt files on visual part of the PDF.
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Agreement Version : 1.11

* Date of Change : 2019-05-14
* Logs

o Agreement expire on changed event added in auditlog.json

Agreement Version : 1.12

» Date of Change : 2020-04-20
* Logs

o Localized signing method display text on attest page & in auditlog.json

Agreement Version : 1.13

* Date of Change : 2020-10-22
* Logs

o Finnish EID is introduced

Agreement Version : 1.14

* Date of Change : 2021-08-03
* Logs

- TBS explanation is extended

Agreement Version : 1.15

* Date of Change : 2021-11-07
* Logs
o Norwegian BankID signing documentation is updated

> Norwegian BankID signing by the means of authentication is introduced

Agreement Version : 1.16

» Date of Change : 2022-04-30
* Logs

o Danish signing using MitID is introduced

17





Agreement Version : 1.17

» Date of Change : 2022-07-15
* Logs
o Watermark logo removed

o Verification page logo changed

Reference Documentation

Document name

Overview

Container Format

Signing

Validation

BankidValidation

Telia Tunnistus

Nets eID Broker

Cryptographic Message Syntax

18

Description

Gives an overview of the Egreement agreement
function and links to the other documents.

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3

https://www.ietf.org/rfc/rfc2630
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Purpose

The purpose of this document is to provide deep knowledge of the signature process making it possible
to verify the signatures of agreements signed using the Egreement service.

Overview

This document describes how Egreement handles the signature process, from how to make all
agreement files tamper-proof, to how each Electronic ID (EID) provider implements its signatures.

System

For the agreement signatures to be trustworthy, it is important that a stable and high-quality system
protects the signing process.

All parts providing evidence for the signature, such as hardware, operating system and software, have
to be trusted.

Hardware

Egreement’s signature software runs on a virtualized hardware platform. It is hosted in a data center
with high availability requirements, used by large banks and e-commerce companies.

Software

For a signature to be trusted, it is important that the timestamp can be reliable. Timestamps are used to
show when certain events occur and are an important evidence when validating an agreement.

The platform synchronizes its time over the standardized Network Time Protocol (NTP).

Electronic Signatures

An electronic signature is any electronic means that indicates either that a person adopts the contents
of an electronic message, or more broadly that the person who claims to have written a message is the
one who wrote it. Examples of electronic signatures are:

* Draw Signature - A handwritten signature drawn on a digital canvas.

» API Signature - A signature created by consuming the web service exposed by Egreement AB.

SMS Signature - A signature created by responding to an SMS with context specific content.

* Email Signature with OneTimePassword - A signature created by One Time Password(OTP) based
email service.





* Click Signature - A signature created by personalized link.

» Cryptographic Signature - A signature created using a cryptographic key.
Some types of signatures are classified as advanced electronic signatures. Such an electronic signature:

* is uniquely tied to the signatory,

* makes it possible to identify the signatory,

* is created using material only controlled by the signatory and

* is tied to the signed data in such way that any changes can be detected.

Electronic signatures based on PKI, such as the Swedish BankID and Norwegian BankID, provide
advanced electronic signatures.

Cryptography

Cryptography is a central part of many signature solutions, for example to provide tamper-proof
agreement files.

The following chapters introduce some concepts needed to understand cryptography based signatures.

Cryptographic Hash Functions

A cryptographic hash function is any function that can be used to map data of arbitrary size to data of
fixed size where it is practically impossible to find two pieces of input that produces the same hash
value. It is a one way transformation that produces the same result every time. The result is called a
hash and since it is a one way function, it is not possible to re-create the input behind a hash.

Examples on hash functions are:

* SHA.2
* RIPEMD
* Whirlpool

Asymmetric Encryption

In cryptography, two types of encryptions are most commonly used, symmetric and asymmetric
encryption. The difference between them is that the symmetric encryption uses one single key for both
encryption and decryption, while asymmetric uses one key for encryption and another for decryption.
The fact that there are two keys can also be used for creating signatures and serves as a base for many
types of EID. The EID solutions usually use the asymmetric encryption in a Public Key Infrastructure
(PKD).





Asymmetric encryption make use of keypairs that if a text is encrypted using one of the keys, the only
key that can decrypt the crypto text is the other key belonging to the pair. One key is private and
should not be shared with anyone, the other is public and is used to verify signatures created with the
private key.

Examples on asymmetric keys are:

* RSA
* DSA

Digital Signatures

When signing using asymmetric keys, the signature result is called a raw signature and is just a binary
blob of a specific size, without any information at all. In order for the signature to be used in a
distributed environment, there is a need to add information on who signed the blob, what was signed
and so on.

The combination of metadata and the raw signature is called a digital signature. Some information is
optional:

 Signature time

X.509 Signature Certificate

X.509 CA Certificates (who issued the X.509 Signature Certificate)
* Signature text (TBS)

* Hash algorithms used

« Signature algorithm used

* The raw signature
Examples on digital signature formats are:

* CadES/CMS/PKCS#7
* XAdES

Signing
To sign an agreement a number of actions need to be executed:

* Create text representation of agreement

* Create digital signature





Create text representation

For advanced electronic signatures, where the agreement contents is logically tied to the created
signature, the text needs to be prepared in order to suit the signing method used. The textual
representation of an agreement is also called To Be Signed, or TBS for short. The TBS is the actual text
that is to be digitally signed. For the whole agreement to be tamper-proof, the agreement metadata
with all agreement files needs to be signed. Digital signature clients have limitations on the size of TBS.
It is not possible to sign the actual agreements, since there is a risk that the agreement files are too
large. Therefore cryptographic hash functions are used to reduce the size of the agreement files and
create a representation of it.

For non-advanced signatures, where the agreement contents is not directly tied to the signature, the
above preparation is normally not needed.

Digital signature clients allow us to send two different types of TBS. They are:

* Visible TBS
* Hidden TBS - Swedish BankID only

Visible TBS

TBS text that is exposed to the signatories by the digital signature clients. General information about
the Agreement is supplied to digital signature clients as a visible TBS. As the TBS will be different
between signing clients and also have different localizations it will be saved together with the digital
signature. In cases where hidden TBS is not supported, the visible TBS will contain information that
otherwise would be in the hidden TBS. Where the TBS has length restrictions due to technical reasons,
the hash may be base64 encoded (trailing = characters being omitted) and the hash may be calculated
as if the ordered agreement files were a single file.

Example

I sign: "Employment ACME Inc"
Egreement ID: 2394857302
Date: 26/04/2016

Hidden TBS

TBS text that is hidden from the signatories by the digital signature clients. Agreement content is
reduced to fewer characters using cryptographic hash functions is supplied to digital signature clients
as a hidden TBS. This is currently only supported for Swedish BankID.

Example





Content:

"Contract"
1103 b497 984e 433c 38d4 fdef 775 33ad Ocef 8c@7 9995 5b37 7c8e eddf 66f7 de73

"Codes of conduct"
2c¢f9 688d c483 2085 1112 6120 9001 58b2 ab2e 62b1 afd5 acch ebbb 5134 c7a4 9012

Create Digital Signature

For advanced electronic signatures, the cryptographic signature is created by applying the private key
from an asymmetric key pair on a dataset that previously has been hashed. In this context, the dataset
is the TBS. Different EID providers handles digital signatures in different ways, Signature Methods
describes all methods supported.

For non-advanced signatures, signature creation will vary depending on the method.

Signature Methods

Currently, the following signing methods are supported:

» Swedish BankID (advanced electronic signature)

* Norwegian BankID (advanced electronic signature and authentication)
* Finnish strong identification

* Danish MitID

* Draw Signature

* API Signature

* SMS Signature

* Email Signature with OneTimePassword

* Click Signature

These are described in detail below.

Swedish BankID

Swedish BankID is the largest EID provider in Sweden run by Finansiell ID-Teknik BID AB which is
owned by a number of large swedish banks.





It is a PKI based solution with support for file based tokens as well as smart cards, supported on a
number of platforms for desktop and mobile.

Signature format

The BankID client produces an XML Digital Signature as specified in BankID Signature profile.

Audit log
Each signature transaction provides information used in user interface and audit logging:

» personNr - In the form of a Swedish personal identity number.
* personSurname - Surname in capital letters.

» personGivenName - Given name in capital letters.

* startDate - Date when signing was started.

* signatureMethod - Will be bankid or bankid-otherunit.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* tbs - Data being signed, base64 encoded.

 tbsHidden - Hidden data being signed, base64 encoded.
How to validate
Validate the signature according to BankID Signature profile.

Output from validation to provide to Signee Validation in Container Format is:

» User attributes of the first certificate of the XML element KeyInfo with ID bidKeyInfo in the
signature.

* Hashed TBS.
» TBS Hash algorithm.

Norwegian BankID - advanced electronic signature

Norwegian BankID is the largest EID provider in Norway run by BankID Norway AS.

It is a PKI based solution that uses a one time password in combination with a personal password,
supported on a number of platforms for desktop and mobile.

Signature format

The BankID client produces a detached PKCS#7/CMS signature as specified in Cryptographic Message





Syntax, where the detached data being signed is the TBS.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Norwegian personal identity number.

* personSurname - Surname.

* personGivenName - Given name.

» personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be norbankid-netcentric or norbankid-mobile.

* signatureAction - Will be signature.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* tbs - Data being signed in the detached PKCS#7 signature, base64 encoded.

How to validate

Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic
Message Syntax.

Output from validation to provide to Signee Validation in Container Format is:

» User Attributes of the signer certificate in the element SignedData certificates in the PKCS #7
signature.

 Hashed TBS

* Hash algorithm

Norwegian BankID - authentication

Authentication based signing is also provided by the means of Norwegian BankID.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Norwegian personal identity number.

* personSurname - Surname.





personGivenName - Given name.

» personDateOfBirth - Date of birth for the person.

startDate - Date when signing was started.

signatureMethod - Will be norbankid-netcentric or norbankid-mobile.

signatureAction - Will be authentication.

* transactionld - Transaction ID from backend system.

How to validate

As an authentication alone does not digitally sign the agreement content, the person details such as
given name, surname and date of birth must be compared with the requested signee.

Finnish strong identification

Strong identification broker services are provided by Telia Finland for banks and mobile operators in
the Finnish Trust Network ("FTN").

Identity format
Telia produces a signed JWT which contains information about the person.

Table 1. Signed Attributes

Attribute Name Attribute Value

urn:oid:1.2.246.21 Social security number / personal identity code /
HeTu - henkil6tunnus

urn:oid:2.16.840.1.113730.3.1.241 Full name

urn:oid:2.5.4.4 Surname

urn:oid:1.2.246.575.1.14 Given name

More information can be found in Telia Tunnistus.

Audit log
Each signature transaction provides information used in user interface and audit logging:

* personNr - Finnish personal identity code.
* personSurname - Surname

* personGivenName - Given name

startDate - Date when signing was started.

signatureMethod - Will be eid-fi.





* transactionld - Transaction ID from backend system.
* signature - Signed JWT (from Telia).
* publicKey - Public key (JWK) for the signed JWT (from Telia).

How to validate

The signed JWT can be verified using the public key.

Danish MitID

Danish MitID signing is utilizing Transaction Signing from Nets eID Broker.

Signature format

The signature flow for Danish MitID is performed as a text followed by end-user authentication, so
there is no signature produced. Thus a signature format does not exist.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Danish personal identity number.

* personName - Full name.

» personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be one of: mitid-low, mitid-substantial or mitid-high.

o The method mitid-<LOA> specifies what Level of Assuarance (LOA) that was requested when
initiating the signature.

* signatureAction - Will be authentication.
* transactionld - Transaction ID from backend system.

* tbs - Data that was shown to user before authenticating, base64 encoded.

More information can be found in Danish MitID.

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature. In case of dispute, contact the EID provider, Nets, to validate the
entries in the audit log.





Draw Signature

The draw signature signing method is an electronic counterpart to traditional handwritten signatures.
Using draw signature, the end user draws a signature on a web canvas. The signing method is not
classified as an advanced electronic signature in that it does not tie the user to the contents signed and
does not identify this signatory. Yet, the method can be suitable in use cases where advanced electronic
signatures are not required.

Signature format

The signature is represented as an SVG/PNG image.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» personNr - In the form of a swedish personal number.

* personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be draw-signature.

* signature - The SVG or PNG image, base64 encoded.

* signatureContentType - The content type of signature eg. image/svg, image/png.

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature. Also, as the case of traditional handwritten signatures where
there are no formal requirements placed, ocular comparison does not add to trustworthiness.

API Signature

The API Signature is an electronic signature which is done by consuming the web service exposed by
Egreement AB. Using API Signature, the end user signs the agreement by making a request to the web
service. Using this method, user can also send the timestamp of actual time when the sign event took
place. This signing method is not classified as an advanced electronic signature in that it does not tie
the user to the contents signed and does not identify this signatory. Yet, this method can be suitable in
use cases where advanced electronic signatures are not required.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:
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» personNr - In the form of a swedish personal number.
* personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be api-signature.

* signedOn - Time at which the agreement was actually signed (stated by user)

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature.

SMS Signature

SMS Signature is an electronic signature created by responding to an SMS with context specific
content. The content of the SMS is One Time Password (OTP), a 6 digits number sent to the registered
mobile no of the signee. The Signee has to submit the OTP in order to sign the agreement. The OTP
Number is generated by TOTP algorithm by hashing the current time along with the agreement
information. OTP can be regenerated and verified by the same logic provided the given time &
agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* mobile - Mobile no of the signee.

* timestamp - Date when signing was started.

* agreementName - Name of the agreeement.

* signatureMethod - Will be sms-signature.

OTP - One Time Password.

How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, mobile, timestamp).

HASHLG : Use SHA-256 algorithm to generate hash of the given input.
* hash (array): HASHLG( agreementName + mobile + timestamp)

* random (function): hash[ ${param1} ] & ${param2} << ${param3}

otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)
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o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000
o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Email Signature with OneTimePassword

Email signature with OneTimePassword is an electronic signature created by One Time Password(OTP)
based email service. The content of the Email is One Time Password (OTP), a 6 digits number sent to
the registered email address of the signee. The Signee has to submit the OTP in order to sign the
agreement. The OTP Number is generated by TOTP algorithm by hashing the current time along with
the agreement information. OTP can be regenerated and verified by the same logic, provided the given
time & agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» email - Email address of the signee.

* timestamp - Date when signing was started.

* agreementName - Name of the agreeement.

* signatureMethod - Will be email-signature.

OTP - One Time Password.

How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, email, timestamp).

HASHLG : Use SHA-256 algorithm to generate hash of the given input.

hash (array): HASHLG( agreementName + email + timestamp)

random (function): hash[ ${param1} ] & ${param2} << ${param3}

otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)

o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000

o If the output is less than 6 digits, add the remaining digits as '0' in prefix.
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* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Click Signature

Click signature is an electronic signature created by using a personalized link. The personalized link
can be shared by email or directly in an integrated application. When the signee visits the link, it will
take him to the agreement review page where he can click the sign button to sign the agreement.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* email - Email address of the signee.
* timestamp - Date when signing was started.

* signatureMethod - Will be click-signature.

How to validate

Due to the nature of this signature , we can’t validate the authenticity of the signature. Signatories has
to keep the link secret.

Reference documentation

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.

Container Format Describes the details of how agreement
information is stored within the container PDF.

Signing Describes how Egreement handles the signature
process.

Validation Describes how to validate a container. Makes
references to other documents for validation
details.

BankidValidation Signature Profile for BankID, v2.3

Telia Tunnistus Telia Tunnistus - Integration guide to

identification broker service, v1.8
Nets eID Broker Technical reference for service providers, v1.2.3

Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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Purpose

Agreements might need validation in case of disputes where one or more contracting parties renounce
that he or she intentionally signed the agreement. Since an agreement e-signed using Egreement’s
service is self-contained, tamper-proof and legally binding, validating the agreement can be enough to
settle legal disputes. This document describes all the steps needed to validate the agreement.

Overview

Validating an agreement is quite a complicated process requiring technical skills or software. The
agreement is stored as a PDF container where any proof of the validity of the agreement is contained
inside the actual container. The process spans from controlling the actual agreement content to
validating the Public Key Infrastructure (PKI) signature status.

The parts that should be validated and covered by this and other references documents are:

e Container validation
* Agreement content

* Retracing signature steps

Container Validation

Verify that the container is an agreement PDF container. See the "Container Content" chapter in
Container Format.

Agreement Content

Read and validate all parts of the agreement attached to the container. See "PDF Container" Container
Format how to locate all files of the agreement.

Retracing Signature Steps

The audit log is a list of entries holding all actions associated with the agreement, from creating the
agreement to the last signee signing the agreement. The list is sorted by the time each action was
logged.

Audit Log Validation Process

Validate each audit entry in the log according to the "How to validate" section of each specific audit
entry type chapter. The audit entry types are described in detail in Container Format, where each





entry type is described in a separate chapter.

If validation of one step fails or if the audit entry does not exist in Container Format, the agreement is
considered invalid.

If validation of an entry fails, it is important to analyze why before the agreement is discarded. It is
important to establish if the agreement is considered invalid because someone has tampered with it, or
if there are errors in the tools or in the documentation?

References

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.

Container Format Describes the details of how agreement
information is stored within the container PDF.

Signing Describes how Egreement handles the signature
process.

Validation Describes how to validate a container. Makes
references to other documents for validation
details.

BankidValidation Signature Profile for BankID, v2.3

Telia Tunnistus Telia Tunnistus - Integration guide to

identification broker service, v1.8
Nets eID Broker Technical reference for service providers, v1.2.3

Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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